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Hi Sara-
 
Thanks so much for all that!  I have gone ahead and published them.  Just included some notes
below, for future guidance/reference. Let me know if you have any questions!

Jim
 

From: Kerman, Sara J. (Fed) 
Sent: Tuesday, February 26, 2019 8:30 AM
To: Foti, James (Fed) <james.foti@nist.gov>
Subject: CSRC New Publications (Journals/Conferences)
 
Hi Jim,
Welcome back!   I entered the following publications into CSRC.  The last four pubs have some
missing authors in CSRC admin.  
 
These have all been checked in and ready for your review.
 
The Trouble with Terms
CSRC Topics:  General Security & Privacy
-For journal articles, in the Publication Date field we include the issue date as it’s indicate by the
journal. E.g., this one is “November/December 2018” instead of just “December 2018”. If you are
not sure about the proper format for it (each journal does their own thing, it seems), you can either
a) refer to the image of the journal cover, or b) see if that journal is already included in our database
—for that, I’m attaching a spreadsheet of our “external pubs”. Eventually we’ll add pick lists to the
pubs interface…SOMETIME… :-0 ) 
 
Toward Cyberresiliency in the Context of Cloud Computing
CSRC Topics:  security measurement; cloud & virtualization
-Added “threats” topic.
-Pub Date: November/December 2018
 
Comprehensive Security Assurance Measures for Virtualized Server Environments  [FYI – this is a
book chapter.  DOI points to “book” not chapters]
CSRC Topics:  cloud & virtulization; hardware, servers
-DOI: changed to chapter-specific DOI.
-Series Title: Lecture Notes in Computer Science
-Added topics: assurance; threats
-Removed Chapter #, since none is specified in the book itself.
-Changed Abstract to match what’s on the publisher’s site.
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		773.01		927507		G2019-0441		Published		Final		Journal Article		Elliptic Curves Arising from Triangular Numbers		Elliptic Curves Arising from Triangular Numbers		February 2019		02/01/2019				http://math.colgate.edu/~integers/vol19.html		https://csrc.nist.gov/publications/detail/journal-article/2019/elliptic-curves-arising-from-triangular-numbers		elliptic curves;  triangular numbers		We study the Legendre family of elliptic curves Et : y2 = x(x − 1)(x − ∆t), parametrized by triangular numbers ∆t = t(t + 1)/2. We prove that the rank of Et over the function field ¯Q(t) is 1, while the rank is 0 over Q(t). We also produce some infinite subfamilies whose Mordell-Weil rank is positive, and find high rank curves from within these families.				Juyal, Abhishek (Harish-Chandra Research Institute); Kumar, Shiv (Motilal Nehru National Institute of Technology); Moody, Dustin (NIST)		Juyal, Abhishek; Kumar, Shiv; Moody, Dustin										INTEGERS: The electronic journal of combinatorial number theory														19						1-11												Security and Privacy: cryptography				

		773.04		926497		G2018-1513		Published		Final		Journal Article		The Trouble with Terms		The Trouble with Terms		November/December 2018		12/01/2018		https://doi.org/10.1109/MITP.2018.2876925		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926497		https://csrc.nist.gov/publications/detail/journal-article/2018/the-trouble-with-terms		information security;  cybersecurity;  glossary		Thousands of new words have been invented in the past decade to help us talk about technology. An analysis of the NIST computer security glossary database shows insights into how we invent and define these words and the impact of those definitions.				Paulsen, Celia (NIST)		Paulsen, Celia										IT Professional														20		6				5-8												Security and Privacy: general security & privacy				

		773.05		926740		G2018-1671		Published		Final		Journal Article		Toward Cyberresiliency in the Context of Cloud Computing		Toward Cyberresiliency in Cloud Computing		November/December 2018		12/01/2018		https://doi.org/10.1109/MSEC.2018.2882122		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926740		https://csrc.nist.gov/publications/detail/journal-article/2018/toward-cyberresiliency-in-cloud-computing		threat modeling;  cloud infrastructure;  attack surface;  attack tree;  attack graph;  security metrics		Cyberresiliency is the capability of an enterprise network to continuously provide (the supported missions and business processes with) essential functions in the midst of an attack campaign. It is defined as the ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or compromises on systems that include cyber resources. Conceptually speaking, the capability can be measured by whether the supported missions and business processes can succeed in spite of the various effects being caused by the attack campaign.				Sun, Xiaoyan (California State University); Liu, Peng (Penn State University); Singhal, Anoop (NIST)		Sun, Xiaoyan; Liu, Peng; Singhal, Anoop										IEEE Security & Privacy														16		6				71-75												Security and Privacy: threats; security measurement; Technologies: cloud & virtualization				

		773.03		926756		G2018-1684		Published		Final		Journal Article		Access Control for Emerging Distributed Systems		Access Control for Emerging Distributed Systems		October 2018		11/01/2018		https://doi.org/10.1109/MC.2018.3971347		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926756		https://csrc.nist.gov/publications/detail/journal-article/2018/access-control-for-emerging-distributed-systems		cybertrust;  security;  access control;  attribute-based access control;  ABAC;  distributed systems;     cybersecurity		As big data, cloud computing, grid computing, and the Internet of Things reshape current data systems and practices, IT experts are keen to harness the power of distributed systems to boost security and prevent fraud. How can these systems’ capabilities be used to improve processing without inflating risk?				Hu, Vincent C. (NIST); Kuhn, Richard (NIST); Ferraiolo, David F. (NIST)		Hu, Vincent C.; Kuhn, Richard; Ferraiolo, David F.										Computer (IEEE Computer)														51		10				100-103												Technologies: networks; big data; Security and Privacy: access control; access authorization				

		773.01		927073		G2019-0134		Published		Final		Journal Article		On the complexity and verification of quantum random circuit sampling		Complexity and verification of quantum random circuit sampling		February 2019		10/29/2018		https://doi.org/10.1038/s41567-018-0318-2		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=927073		https://csrc.nist.gov/publications/detail/journal-article/2018/complexity-and-verification-of-quantum-random-circuit-sampling		Random Circuit Sampling;  RCS;  quantum circuits		A critical milestone on the path to useful quantum computers is the demonstration of a quantum computation that is prohibitively hard for classical computers—a task referred to as quantum supremacy. A leading near-term candidate is sampling from the probability distributions of randomly chosen quantum circuits, which we call Random Circuit Sampling (RCS). RCS was defined with experimental realizations in mind, leaving its computational hardness unproven. Here we give strong complexity-theoretic evidence of classical hardness of RCS, placing it on par with the best theoretical proposals for supremacy. Specifically, we show that RCS satisfies an average-case hardness condition, which is critical to establishing computational hardness in the presence of experimental noise. In addition, it follows from known results that RCS also satisfies an anti-concentration property, namely that errors in estimating output probabilities are small with respect to the probabilities themselves. This makes RCS the first proposal for quantum supremacy with both of these properties. Finally, we also give a natural condition under which an existing statistical measure, cross-entropy, verifies RCS, as well as describe a new verification measure which in some formal sense maximizes the information gained from experimental samples.				Bouland, Adam (University of California, Berkeley); Fefferman, William J. (NIST); Nirkhe, Chinmay (University of California, Berkeley); Vazirani, Umesh (University of California, Berkeley)		Bouland, Adam; Fefferman, William J.; Nirkhe, Chinmay; Vazirani, Umesh										Nature Physics														15		2				159-163												Security and Privacy: cryptography				

		773.01		924038		G2017-1612		Published		Final		Journal Article		Finding Bugs in Cryptographic Hash Function Implementations		Finding Bugs in Cryptographic Hash Function Implementations		September 2018		09/01/2018		https://doi.org/10.1109/TR.2018.2847247		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924038		https://csrc.nist.gov/publications/detail/journal-article/2018/finding-bugs-in-cryptographic-hash-function-implementations		combinatorial testing;  cryptographic algorithm;  cryptographic hash function;  metamorphic testing;  SHA-3 competition		Cryptographic hash functions are security-critical algorithms with many practical applications, notably in digital signatures. Developing an approach to test them can be particularly difficult, and bugs can remain unnoticed for many years. We revisit the National Institute of Standards and Technology hash function competition, which was used to develop the SHA-3 standard, and apply a new testing strategy to all available reference implementations. Motivated by the cryptographic properties that a hash function should satisfy, we develop four tests. The Bit-Contribution Test checks if changes in the message affect the hash value, and the Bit-Exclusion Test checks that changes beyond the last message bit leave the hash value unchanged. We develop the Update Test to verify that messages are processed correctly in chunks, and then use combinatorial testing methods to reduce the test set size by several orders of magnitude while retaining the same fault-detection capability. Our tests detect bugs in 41 of the 86 reference implementations submitted to the SHA-3 competition, including the rediscovery of a bug in all submitted implementations of the SHA-3 finalist BLAKE. This bug remained undiscovered for seven years, and is particularly serious because it provides a simple strategy to modify the message without changing the hash value returned by the implementation. We detect these bugs using a fully automated testing approach.				Mouha, Nicky (NIST); Raunak, Mohammad (Loyola University Maryland); Kuhn, Richard (NIST); Kacker, Raghu N. (NIST)		Mouha, Nicky; Raunak, Mohammad; Kuhn, Richard; Kacker, Raghu N.										IEEE Transactions on Reliability														67		3				870-884												Technologies: software; Security and Privacy: secure hashing; testing & validation				

		773.01		925478		G2018-0790		Published		Final		Journal Article		Improved upper bounds for the expected circuit complexity of dense systems of linear equations over GF(2)		Improved upper bounds for the expected circuit complexity		September 2018		09/01/2018		https://doi.org/10.1016/j.ipl.2018.04.010		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925478		https://csrc.nist.gov/publications/detail/journal-article/2018/improved-upper-bounds-for-the-expected-circuit-complexity		gate complexity;  linear systems;  dense matrices;  XOR gates;  cryptography		Minimizing the Boolean circuit implementation of a given cryptographic function is an important issue. A number of papers only consider cancellation-free straight-line programs for producing small circuits over GF(2). Cancellation is allowed by the Boyar–Peralta (BP) heuristic. This yields a valuable tool for practical applications such as building fast software and low-power circuits for cryptographic applications, e.g. AES, HMAC-SHA-1, PRESENT, GOST, and so on. However, the BP heuristic does not take into account the matrix density. In a dense linear system the rows can be computed by adding or removing a few elements from a “common path” that is “close” to almost all rows. The new heuristic described in this paper will merge the idea of “cancellation” and “common path”. An extensive testing activity has been performed. Experimental results of the new and the BP heuristic were compared. They show that the Boyar–Peralta results are not optimal on dense systems.				Viscontia, Andrea (University of Milano); Schiavo, Chiara Valentina (University of Milano); Peralta, Rene (NIST)		Viscontia, Andrea; Schiavo, Chiara Valentina; Peralta, Rene										Information Processing Letters														137						1-5												Security and Privacy: cryptography				

		773.02		926089		G2018-1202		Published		Final		Journal Article		Cybertrust in the IoT Age		Cybertrust in the IoT Age		July 2018		07/31/2018		https://doi.org/10.1109/MC.2018.3011043		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926089		https://csrc.nist.gov/publications/detail/journal-article/2018/cybertrust-in-the-iot-age		IOT;  Internet of Things;  Internet/Web technologies;  big data;  cybercrime;  security;  privacy;  cybertrust;  pervasive computing;  Cybertrust in the IoT Age		Will our smart devices betray us? Can we trust our smart beds, pet feeders, and watches to maintain the level of privacy we want and expect? As the numbers of devices coming online reach staggering levels, serious questions must be raised about the level of cybertrust we can reasonably expect to have in our modern lifestyle.				Voas, Jeffrey M. (NIST); Kuhn, Richard (NIST); Kolias, C. (GMU); Stavrou, A. (GMU); Kambourakis, Georgios (University of the Aegean)		Voas, Jeffrey M.; Kuhn, Richard; Kolias, C.; Stavrou, A.; Kambourakis, Georgios										Computer (IEEE Computer)														51		7				12-15												Security and Privacy: security measurement; Applications: Internet of Things				

		773.02		926280		G2018-1356		Published		Final		Journal Article		In IoT We Trust?		In IoT We Trust?		July 13, 2018		07/13/2018				https://iot.ieee.org/newsletter/july-2018/in-iot-we-trust		https://csrc.nist.gov/publications/detail/journal-article/2018/in-iot-we-trust?		cyber physical systems;  internet of things;  security		In this short article, we review an abbreviated list of trust challenges that we foresee as increased adoption transforms the IoT into another ubiquitous technology just as the Internet is. These challenges are in no specific order, and are by no means a full set.				Voas, Jeffrey M. (NIST); Kuhn, Richard (NIST); Laplante, Phillip A. (Penn State University)		Voas, Jeffrey M.; Kuhn, Richard; Laplante, Phillip A.										IEEE IoT Newsletter																July 2018																Security and Privacy: general security & privacy; Applications: Internet of Things				

		773.02		925808		G2018-0994		Published		Final		Journal Article		Internet of Things (IoT) Metrology		IoT Metrology		May/June 2018		06/11/2018		https://doi.org/10.1109/MITP.2018.032501740		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925808		https://csrc.nist.gov/publications/detail/journal-article/2018/iot-metrology		cyber physical systems;  internet of things;  metrics;  metrology		In the Internet of Things (IoT), what can we measure? The authors explore how the field of metrology might be applicable to the IoT.				Voas, Jeffrey M. (NIST); Kuhn, Richard (NIST); Laplante, Phillip A. (Penn State University)		Voas, Jeffrey M.; Kuhn, Richard; Laplante, Phillip A.										IT Professional														20		3				6-10												Security and Privacy: security measurement; Applications: Internet of Things				

		773.03		920201		G2016-0479		Published		Final		Journal Article		Stakeholder Identification and Use Case Representation for Internet of Things Applications in Healthcare		Stakeholder ID and Representation of IoT Apps in Healthcare		June 2018		06/01/2018		https://doi.org/10.1109/JSYST.2016.2558449		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920201		https://csrc.nist.gov/publications/detail/journal-article/2018/stakeholder-id-and-representation-of-iot-apps-in-healthcare		Healthcare;  Internet of Things (IoT);  requirements elicitation;  use cases		We describe the initial process of eliciting requirements for an Internet-of-things (IoT) application involving a hospital emergency room. First, we discuss the process of modeling IoT systems through rich pictures and use cases. Then, we demonstrate how these can be used to model emergency room systems. Then, we create use case models for a particular situation-a patient potentially suffering from a myocardial infarction. Finally, we discuss generalization of the specific case to a broader hospital wide system. We believe that such an approach can lead to increased efficiency, increased safety, and better tracking of people, equipment, and supplies.				Laplante, Nancy L. (Widener University); Laplante, Phillip A. (Penn State University); Voas, Jeffrey M. (NIST)		Laplante, Nancy L.; Laplante, Phillip A.; Voas, Jeffrey M.										IEEE Systems Journal														12		2				1589-1597												Sectors: healthcare; Security and Privacy: general security & privacy; Applications: Internet of Things				

		775.00		925080		G2018-0613		Published		Final		Journal Article		A Software Assurance Reference Dataset: Thousands of Programs With Known Bugs		A Software Assurance Reference Dataset		April 16, 2018		04/16/2018		https://doi.org/10.6028/jres.123.005		https://nvlpubs.nist.gov/nistpubs/jres/123/jres.123.005.pdf		https://csrc.nist.gov/publications/detail/journal-article/2018/a-software-assurance-reference-dataset		cybersecurity;  software assurance;  software quality;  static analysis		The Software Assurance Reference Dataset (SARD) is a growing collection of over 170 000 programs with precisely located bugs. The programs are in C, C++, Java, PHP, and C# and cover more than 150 classes of weaknesses, such as SQL injection, cross-site scripting (XSS), buffer overflow, and use of a broken cryptographic algorithm. Most are automatically generated synthetic programs, each a few pages of code long, but there are also over 7000 full-sized applications. In addition, SARD has production code and has hundreds of cases written by hand. The code is typical quality. It is neither pristine nor obfuscated. Many cases have corresponding “good” cases, in which weaknesses are fixed, to test for false positives. The SARD web interface allows users to browse test cases and test suites or search for test cases by programming language, weakness type, file name, size, words in the description, and several other criteria. The user can select and download any or all of the resulting cases.				Black, Paul E. (NIST)		Black, Paul E.										Journal of Research of the National Institute of Standards and Technology														123						1-3												Security and Privacy: assurance; Technologies: software; Activities and Products: reference materials				

		773.01		924738		G2018-0180		Published		Final		Journal Article		The Multiplicative Complexity of 6-variable Boolean Functions		Multiplicative Complexity of 6-variable Boolean Functions		2018		04/03/2018		https://doi.org/10.1007/s12095-018-0297-2		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924738		https://csrc.nist.gov/publications/detail/journal-article/2018/multiplicative-complexity-of-6-variable-boolean-functions		affine equivalence;  Boolean functions;  circuit complexity;  cryptography;  multiplicative complexity		The multiplicative complexity of a Boolean function is the minimum number of two-input AND gates that are necessary and sufficient to implement the function over the basis (AND, XOR, NOT). Finding the multiplicative complexity of a given function is computationally intractable, even for functions with small number of inputs. Turan et al. [1] showed that n-variable Boolean functions can be implemented with at most n−1 AND gates for n≤5. A counting argument can be used to show that, for n ≥ 7, there exist n-variable Boolean functions with multiplicative complexity of at least n. In this work, we propose a method to find the multiplicative complexity of Boolean functions by analyzing circuits with a particular number of AND gates and utilizing the affine equivalence of functions. We use this method to study the multiplicative complexity of 6-variable Boolean functions, and calculate the multiplicative complexities of all 150,357 affine equivalence classes. We show that any 6-variable Boolean function can be implemented using at most 6 AND gates. Additionally, we exhibit specific 6-variable Boolean functions which have multiplicative complexity 6.				Çalık, Çağdaş (NIST); Sönmez Turan, Meltem (NIST); Peralta, Rene (NIST)		Çalık, Çağdaş; Sönmez Turan, Meltem; Peralta, Rene										Cryptography and Communications																				1-15												Security and Privacy: cryptography				

		773.01		924490		G2017-1910		Published		Final		Journal Article		Small Low-Depth Circuits for Cryptographic Applications		Small Low-Depth Circuits for Cryptographic Applications		March 2018		03/24/2018		https://doi.org/10.1007/s12095-018-0296-3		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924490		https://csrc.nist.gov/publications/detail/journal-article/2018/small-low-depth-circuits-for-cryptographic-applications		Circuit size;  Circuit depth;  Cryptographic functions;  Boolean functions;  See-saw method;  Depth-constrained circuit optimization		We present techniques to obtain small circuits which also have low depth. The techniques apply to typical cryptographic functions, as these are often specified over the field G F(2), and they produce circuits containing only AND, XOR and XNOR gates. The emphasis is on the linear components (those portions containing no AND gates). A new heuristic,DCLO (for depth-constrained linear optimization), is used to create small linear circuits given depth constraints. DCLO is repeatedly used in a See-Saw method, alternating between optimizing the upper linear component and the lower linear component. The depth constraints specify both the depth at which each input arrives and restrictions on the depth for each output. We apply our techniques to cryptographic functions, obtaining new results for the S-Box of the Advanced Encryption Standard, for multiplication of binary polynomials, and for multiplication in finite fields. Additionally, we constructed a 16-bit S-Box using inversion in GF(216) which may be significantly smaller than alternatives.				Boyar, Joan (University of Southern Denmark); Find, Magnus G. (NIST); Peralta, Rene (NIST)		Boyar, Joan; Find, Magnus G.; Peralta, Rene										Cryptography and Communications																				1-19												Security and Privacy: cryptography				

		773.05		924967		G2018-0329		Published		Final		Journal Article		Surviving Unpatchable Vulnerabilities through Multi-Option Network Hardening		Surviving Unpatchable Vulns Multi-Option Network Hardening		2018		03/23/2018		https://doi.org/10.3233/JCS-171106		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924967		https://csrc.nist.gov/publications/detail/journal-article/2018/surviving-unpatchable-vulns-multi-option-network-hardening		network hardening;  heterogeneous hardening;  unpatchable vulnerabilities;  security metrics;  diversity		The administrators of a mission critical network usually have to worry about non-traditional threats, e.g., how to live with known, but unpatchable vulnerabilities, and how to improve the network’s resilience against potentially unknown vulnerabilities. To this end, network hardening is a well-known preventive security solution that aims to improve network security by taking proactive actions, namely, hardening options. However, most existing network hardening approaches rely on a single hardening option, such as disabling unnecessary services, which becomes less effective when it comes to dealing with unknown and unpatchable vulnerabilities. There lacks a heterogeneous approach that can combine different hardening options in an optimal way to deal with both unknown and unpatchable vulnerabilities. In this paper, we propose such an approach by unifying multiple hardening options, such as service diversification, firewall rule modification, adding, removing, and relocating network resources, and access control, all under the same model. We then apply security metrics designed for evaluating network resilience against unknown and unpatchable vulnerabilities, and consequently derive optimal solutions to maximize security under given cost constraints. Finally, we study the effectiveness of our solution against unpatchable vulnerabilities through simulations.				Borbor, Daniel (Concordia University); Wang, Lingyu (Concordia University); Jajodia, Sushil (GMU); Singhal, Anoop (NIST)		Borbor, Daniel; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop										Journal of Computer Security																				1-29												Security and Privacy: security measurement; vulnerability management; Technologies: networks				

		773.01		924376		G2017-1823		Published		Final		Journal Article		Local Randomness: Examples and Application		Local Randomness: Examples and Application		March 2018		03/19/2018		https://doi.org/10.1103/PhysRevA.97.032324		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924376		https://csrc.nist.gov/publications/detail/journal-article/2018/local-randomness-examples-and-application		Bell inequalities;  certified randomness;  quantum cryptography;  information erasure		When two players achieve a superclassical score at a nonlocal game, their outputs must contain intrinsic randomness. This fact has many useful implications for quantum cryptography. Recently it has been observed [C. Miller and Y. Shi, Quantum Inf. Computat. 17, 0595 (2017)] that such scores also imply the existence of local randomness—that is, randomness known to one player but not to the other. This has potential implications for cryptographic tasks between two cooperating but mistrustful players. In the current paper we bring this notion toward practical realization, by offering near-optimal bounds on local randomness for the CHSH game, and also proving the security of a cryptographic application of local randomness (single-bit certified deletion).				Fu, Honghao (QuICS); Miller, Carl A. (NIST)		Fu, Honghao; Miller, Carl A.										Physical Review A														97		3				1-7												Security and Privacy: random number generation				

		773.03		921212		G2016-1301		Published		Final		Journal Article		Could the Internet of Things Be Used to Enhance Student Nurses’ Experiences in a Disaster Simulation?		Could IoT Be Used to Enhance Experiences in Disaster Sims		Winter 2018		02/27/2018				http://www.himss.org/library/could-internet-things-be-used-enhance-student-nurses-experiences-disaster-simulation		https://csrc.nist.gov/publications/detail/journal-article/2018/could-iot-be-used-to-enhance-experiences-in-disaster-sims		Internet of Things;  disaster management;  bar coding;  RFID		The Internet of Things (IoT) promises to create many opportunities for enhancing human lives, particularly, in healthcare. In this paper we illustrate how an IoT enabled tracking system can help in a special kind of healthcare setting, that is, in the case of a disaster. We briefly describe the disaster situation and a method for modeling certain aspects of the event. We then discuss the implementation of a simple WiFi capable barcode tracking system to enable responders, authorities and families to track victims in the wake of the disaster. We further describe a nursing simulation which will be conducted to create experiences and identify concerns in preparation for real implementation of such a system.				Laplante, Nancy L. (Widener University); Laplante, Phillip A. (Penn State University); Voas, Jeffrey M. (NIST)		Laplante, Nancy L.; Laplante, Phillip A.; Voas, Jeffrey M.										Online Journal of Nursing Informatics														22																		Sectors: healthcare; Security and Privacy: modeling; Applications: Internet of Things				

		773.03		924753		G2018-0179		Published		Final		Journal Article		Computer Science in Education 2018		Computer Science in Education 2018		January/February 2018		02/14/2018		https://doi.org/10.1109/MITP.2018.011021350		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=924753		https://csrc.nist.gov/publications/detail/journal-article/2018/computer-science-in-education-2018		computer science education;  ieee;  software engineering		Six senior computer science educators answer questions about the current state of computer science education, software engineering, and licensing software engineers.				Voas, Jeffrey M. (NIST); Kuhn, Richard (NIST); Paulsen, Celia (NIST); Schaffer, Kim (NIST)		Voas, Jeffrey M.; Kuhn, Richard; Paulsen, Celia; Schaffer, Kim										IT Professional														20		1				9-14												Technologies: software; Applications: cybersecurity education				
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				920534		G2016-0755		Published		Final		Journal Article		Caring: An Undiscovered Super “Ility” of Smart Healthcare		Caring: An Undiscovered Super “Ility” of Smart Healthcare		November/December 2016		10/28/2016		https://doi.org/10.1109/MS.2016.136		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920534		https://csrc.nist.gov/publications/detail/journal-article/2016/caring-an-undiscovered-super-“ility”-of-smart-healthcare		smart healthcare;  Internet of Things;  requirements;  ""ilities"";  nursing;  hospitals 		As new and exciting healthcare applications arise that use smart technologies, the Internet of Things, data analytics, and other technologies, a critical problem is emerging: the potential loss of caring. Although these exciting technologies have improved patient care by allowing for better assessment, surveillance, and treatment, their use can disassociate the caregiver from the patient, essentially removing the care from healthcare. So, you can view caring as an undiscovered -ility that ranks at least as important as other well-known -ilities in healthcare systems.				Laplante, Nancy L. (Widener University); Laplante, Phillip A. (Penn State University); Voas, Jeffrey M. (NIST)		Laplante, Nancy L.; Laplante, Phillip A.; Voas, Jeffrey M.										IEEE Software														33		6				16-19																

		774.00		920178		G2016-0459		Published		Final		Journal Article		Secure and Usable Enterprise Authentication: Lessons from the Field		Secure and Usable Enterprise Authentication		Sept.-Oct. 2016		10/25/2016		https://doi.org/10.1109/MSP.2016.96				https://csrc.nist.gov/publications/detail/journal-article/2016/secure-and-usable-enterprise-authentication		security;  privacy;  PIV;  HSPD-12;  CAC;  smart card;  two-factor authentication;  usable security		More than 5.4 million Personal Identity Verification (PIV) and Common Access Cards (CAC) have been deployed to US government employees and contractors. These cards allow physical access to federal facilities, but their use to authenticate logical access to government information systems is uneven, with deployment rates across agencies ranging from 0 to 95 percent. Surveys of US Departments of Defense and Commerce employees show that using these smart cards for two-factor authentication results in improved usability and security. The authors argue that public-key infrastructure-based systems are likely to provide more secure and more usable authentication than other two-factor approaches, including combining strong passwords with a physical token such as a cell phone or time-based hardware identity device.				Theofanos, Mary F. (NIST); Garfinkel, Simson L. (NIST); Choong, Yee-Yin (NIST)		Theofanos, Mary F.; Garfinkel, Simson L.; Choong, Yee-Yin										IEEE Security & Privacy														14		5				14-21												Laws and Regulations: Homeland Security Presidential Directive 12; Security and Privacy: privacy; usability; authentication; Personal Identity Verification; Technologies: smart cards				
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		773.01		922952		G2017-0720		Published		Final		Journal Article		High Rank Elliptic Curves with Torsion Z/4Z Induced by Kihara's Elliptic Curves		High Rank Elliptic Curves with Torsion Z/4Z		October 5, 2016		10/05/2016				http://math.colgate.edu/~integers/vol16.html		https://csrc.nist.gov/publications/detail/journal-article/2016/high-rank-elliptic-curves-with-torsion-z/4z		elliptic curves;  rank;  torsion 		Working over the field Q(t), Kihara constructed an elliptic curve with torsion group Z/4Z and five independent rational points, showing the rank is at least five. Following his approach, we give a new infinite family of elliptic curves with torsion group Z/4Z and rank at least five. This matches the current record for such curves. In addition, we give specific examples of these curves with ranks 10 and 11.				Khoshnam, Foad; Moody, Dustin (NIST)		Khoshnam, Foad; Moody, Dustin										INTEGERS: The electronic journal of combinatorial number theory														16						1-12												Security and Privacy: cryptography				

				920768		G2016-0943		Published		Final		Journal Article		Security Fatigue		Security Fatigue		September-October 2016		09/28/2016		https://doi.org/10.1109/MITP.2016.84		https://www.nist.gov/news-events/news/2016/10/security-fatigue-can-cause-computer-users-feel-hopeless-and-act-recklessly		https://csrc.nist.gov/publications/detail/journal-article/2016/security-fatigue		cybercrime;  user-centered design;  security and privacy protection;  usability testing 		Security fatigue has been used to describe experiences with online security. This study identifies the affective manifestations resulting from decision fatigue and the role it plays in users' security decisions. A semistructured interview protocol was used to collect data (N = 40). Interview questions addressed online activities; computer security perceptions; and the knowledge and use of security icons, tools, and terminology. Qualitative data techniques were used to code and analyze the data identifying security fatigue and contributing factors, symptoms, and outcomes of fatigue. Although fatigue was not directly part of the interview protocol, more than half of the participants alluded to fatigue in their interviews. Participants expressed a sense of resignation, loss of control, fatalism, risk minimization, and decision avoidance, all characteristics of security fatigue. The authors found that the security fatigue users experience contributes to their cost-benefit analyses in how to incorporate security practices and reinforces their ideas of lack of benefit for following security advice.				Stanton, Brian (NIST); Theofanos, Mary F. (NIST); Spickard Prettyman, Sandra; Furman, Susanne (NIST)		Stanton, Brian; Theofanos, Mary F.; Spickard Prettyman, Sandra; Furman, Susanne										IT Professional														18		5				26-32												Security and Privacy: usability				

				920992		G2016-1118		Published		Final		Journal Article		Entropy as a Service: Unlocking Cryptography's Full Potential		Entropy as a Service: Unlocking Cryptography's Full Potential		September 2016		09/07/2016		https://doi.org/10.1109/MC.2016.275		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920992		https://csrc.nist.gov/publications/detail/journal-article/2016/entropy-as-a-service-unlocking-cryptography's-full-potential		cloud;  Cybertrust;  cryptography;  security;  entropy;  entropy as a service;  EaaS;  deterministic random bit generator;  DRBG;  embedded systems 		Securing the Internet requires strong cryptography, which depends on good entropy for generating unpredictable keys. Entropy as a service provides entropy from a decentralized root of trust, scaling across diverse geopolitical locales and remaining trustworthy unless much of the collective is compromised.				Vassilev, Apostol (NIST); Staples, Robert (NIST)		Vassilev, Apostol; Staples, Robert										Computer (IEEE Computer)														49		9				98-102												Technologies: cloud & virtualization; Security and Privacy: cryptography				

				920253		G2016-0526		Published		Final		Journal Article		Separating OR, SUM, and XOR Circuits		Separating OR, SUM, and XOR Circuits		August 2016		08/23/2016		https://doi.org/10.1016/j.jcss.2016.01.001		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920253		https://csrc.nist.gov/publications/detail/journal-article/2016/separating-or-sum-and-xor-circuits		boolean arithmetic;  idempotent arithmetic;  monotone separations; arithmetic circuits;  rewriting 		Given a boolean n × n matrix A we consider arithmetic circuits for computing the transformation x ↦ Ax over different semirings. Namely, we study three circuit models: monotone OR-circuits, monotone SUM-circuits (addition of non-negative integers), and non-monotone XOR-circuits (addition modulo 2). Our focus is on separating OR-circuits from the two other models in terms of circuit complexity:  (1) We show how to obtain matrices that admit OR-circuits of size O(n), but require SUM-circuits of size Ω(n3/2 / log2n) .  (2) We consider the task of rewriting a given OR-circuit as a XOR-circuit and prove that any subquadratic-time algorithm for this task violates the strong exponential time hypothesis.				Find, Magnus G. (NIST); Göös, Mika (University of Toronto); Järvisalo, Matti (University of Helsinki); Kaski, Petteri (Aalto University); Koivisto, Mikko (University of Helsinki); Korhonen, Janne H. (University of Helsinki)		Find, Magnus G.; Göös, Mika; Järvisalo, Matti; Kaski, Petteri; Koivisto, Mikko; Korhonen, Janne H.										Journal of Computer and System Sciences														82		5				793-801																

				920593		G2016-0796		Published		Final		Journal Article		Whatever Happened to Formal Methods for Security?		Whatever Happened to Formal Methods for Security		August 2016		08/23/2016				https://www.computer.org/csdl/mags/co/2016/08/mco2016080070.html		https://csrc.nist.gov/publications/detail/journal-article/2016/whatever-happened-to-formal-methods-for-security		tools;  techniques;  conferences; cyber-security;  formal methods;  proof of correctness		A panel of seven experts discusses the state of the practice of formal methods (FM) in software development, with a focus on FM's relevance to security.  In a 1996 article, formal methods (FM) advocate Tony Hoare asked, How Did Software Get So Reliable without Proof?1 Twenty years later, in the same vein, we wondered: How did software get so insecure with proof? Given daily media accounts of new malware, data breaches, and privacy loss, is FM still relevant to security—or was it ever?  To explore whether the application of FM is as suitable for today's build it, hack it, patch it mindset as it has been for safety-critical system design, we posed seven questions to a panel of seven experts: Paul E. Black of the National Institute of Standards and Technology (NIST); Connie Heitmeyer of the US Naval Research Laboratory (NRL); Joseph Kiniry of Galois, Inc.; Karl Levitt of the University of California, Davis; John McLean of NRL; Eugene Spafford of Purdue University; and ICT executive Joseph Williams. See the Roundtable Panelists sidebar for more information about the panel members. Their unique personal insights are presented below.				Schaffer, Kim (NIST); Voas, Jeffrey M. (NIST)		Schaffer, Kim; Voas, Jeffrey M.										Computer (IEEE Computer)														49		8				70-79																

				920591		G2016-0794		Published		Final		Journal Article		Demystifying the Internet of Things		Demystifying the Internet of Things		June 2016		06/27/2016		https://doi.org/10.1109/MC.2016.162				https://csrc.nist.gov/publications/detail/journal-article/2016/demystifying-the-internet-of-things		Internet of Things;  Internet technologies;  IoT Connection;  cloud;  mobile 		Industrial Internet of Things (IoT) is a distributed network of smart sensors that enables precise control and monitoring of complex processes over arbitrary distances. The concept of Internet of Things ... is that every object in the Internet infrastructure is interconnected into a global dynamic expanding network. In what's called the Internet of Things, sensors actuators embedded in physical objects-from roadways to pacemakers-are linked through wired and wireless networks, often using the same Internet Protocol (IP) that connects the Internet.				Voas, Jeffrey M. (NIST)		Voas, Jeffrey M.										Computer (IEEE Computer)														49		6				80-83												Technologies: cloud & virtualization; mobile; Applications: Internet of Things				
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				920585		G2016-0789		Published		Final		Journal Article		Insights on Formal Methods of Cybersecurity		Insights on Formal Methods of Cybersecurity		May 2016		05/27/2016		https://doi.org/10.1109/MC.2016.131		http://www.nist.gov/customcf/get_pdf.cfm?pub_id=920585		https://csrc.nist.gov/publications/detail/journal-article/2016/insights-on-formal-methods-of-cybersecurity		cybertrust;  cybersecurity;  formal methods;  security 		We asked 7 experts 1 simple question to find out what has occurred recently in terms of applying formal methods (FM) to security-centric, cyber problems: Please summarize in a paragraph the state of the research and practitioner communities in formal method as you see it. Please include standards, conferences, tools, and anything else for our readers that they may not be aware of concerning recent noteworthy advancements and improvements in the FM community in recent years. Our experts were John McLean (Naval Research Labs), Paul Black (National Institute of Standards and Technology), Karl Levitt (University of California at Davis), Joseph Williams (CloudEconomist.Com), Connie Heitmeyer (Naval Research Labs), Eugene Spafford (Purdue University), and Joseph Kiniry (Galois, Inc.).				Voas, Jeffrey M. (NIST); Schaffer, Kim (NIST)		Voas, Jeffrey M.; Schaffer, Kim										Computer (IEEE Computer)														49		5				102-105												Security and Privacy: general security & privacy				

				921030		G2016-1159		Published		Final		Journal Article		On Various Nonlinearity Measures for Boolean Functions		On Various Nonlinearity Measures for Boolean Functions		July 2016		05/19/2016		https://doi.org/10.1007/s12095-015-0150-9		http://www.nist.gov/customcf/get_pdf.cfm?pub_id=921030		https://csrc.nist.gov/publications/detail/journal-article/2016/on-various-nonlinearity-measures-for-boolean-functions		algebraic degree;  annihilator immunity;  boolean functions;  collision-free;  cryptography;  nonlinearity;  normality;  thickness 		A necessary condition for the security of cryptographic functions is to be “sufficiently distant” from linear, and cryptographers have proposed several measures for this distance. In this paper, we show that six common measures, nonlinearity, algebraic degree, annihilator immunity, algebraic thickness, normality, and multiplicative complexity, are incomparable in the sense that for each pair of measures, μ1,μ2, there exist functions f1,f2 with f1 being more nonlinear than f2 according to μ1, but less nonlinear according to μ2. We also present new connections between two of these measures. Additionally, we give a lower bound on the multiplicative complexity of collision-free functions.				Boyar, Joan (University of Southern Denmark); Find, Magnus G. (NIST); Peralta, Rene (NIST)		Boyar, Joan; Find, Magnus G.; Peralta, Rene										Cryptography and Communication														8		3				313-330																

		773.01		911449				Published		Final		Journal Article		Indifferentiability Security of the Fast Widepipe Hash: Breaking the Birthday Barrier		Indifferentiability Security of the Fast Widepipe Hash		June 2016		04/21/2016		https://doi.org/10.1515/jmc-2014-0044		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=911449		https://csrc.nist.gov/publications/detail/journal-article/2016/indifferentiability-security-of-the-fast-widepipe-hash		indifferentiability;  birthday barrier;  fast wide pipe 		A hash function secure in the indifferentiability framework (TCC 2004) is able to resist allmeaningful generic attacks. Such hash functions also play a crucial role in establishing the security of protocols that use them as random functions. To eliminate multi-collision type attacks on the Merkle–Damgård mode (Crypto 1989), Lucks proposed widening the size of the internal state of hash functions (Asiacrypt 2005). The fast wide pipe (FWP) hash mode was introduced by Nandi and Paul at Indocrypt 2010, as a faster variant of Lucks' wide pipe mode. Despite the higher speed, the proven indifferentiability bound of the FWP mode has so far been only up to the birthday barrier of n/2 bits. The main result of this paper is the improvement of the FWP bound to 2n/3 bits (up to an additive constant). We also provide evidence that the bound may be extended beyond 2n/3 bits.				Moody, Dustin (NIST); Paul, Souradyuti (University of Waterloo); Smith-Tone, Daniel (NIST)		Moody, Dustin; Paul, Souradyuti; Smith-Tone, Daniel										Journal of Mathematical Cryptology														10		2				101-134												Security and Privacy: secure hashing				

				920325		G2016-0581		Published		Final		Journal Article		Using a Capability Oriented Methodology to Build Your Cloud Ecosystem		Using Capability Oriented Methodology to Build Cloud Ecosystem		March-April 2016		03/31/2016		https://doi.org/10.1109/MCC.2016.38		http://www.nist.gov/customcf/get_pdf.cfm?pub_id=920325		https://csrc.nist.gov/publications/detail/journal-article/2016/using-capability-oriented-methodology-to-build-cloud-ecosystem		NIST;  National Institute of Standards and Technology;  cloud;  cloud architecture;  cloud computing;  cloud ecosystem;  security;  standards 		Organizations often struggle to capture the necessary functional capabilities for each cloud-based solution adopted for their information systems. Identifying, defining, selecting, and prioritizing these functional capabilities and the security components that implement and enforce them is surprisingly challenging. This article explains recent developments by the National Institute of Standards and Technology (NIST) in addressing these challenges. The article focuses on the capability-oriented methodology for orchestrating a secure cloud ecosystem proposed as part of the NIST Cloud Computing Security Reference Architecture. The methodology recognizes that risk can vary for cloud actors within a single ecosystem, so it takes a risk-based approach to functional capabilities. The result is an assessment of which cloud actor is responsible for implementing each security component and how implementation should be prioritized. Cloud actors, especially cloud consumers, that follow the methodology can more easily make well-informed decisions regarding their cloud ecosystems.				Iorga, Michaela (NIST); Scarfone, Karen A. (Scarfone Cybersecurity)		Iorga, Michaela; Scarfone, Karen A.										IEEE Cloud Computing Magazine														3		2				58-63												Security and Privacy: threats; risk assessment; vulnerability management; Technologies: cloud & virtualization				

				919446				Published		Final		Journal Article		Linear Time Vertex Partitioning on Massive Graphs		Linear Time Vertex Partitioning on Massive Graphs		2016		03/07/2016				http://www.orb-academic.org/index.php/journal-of-computer-science/article/view/232		https://csrc.nist.gov/publications/detail/journal-article/2016/linear-time-vertex-partitioning-on-massive-graphs		vertex partitioning;  graphs 		The problem of optimally removing a set of vertices from a graph to minimize the size of the largest resultant component is known to be NP-complete. Prior work has provided near optimal heuristics with a high time complexity that function on up to hundreds of nodes and less optimal but faster techniques that function on up to thousands of nodes. In this work, we analyze how to perform vertex partitioning on massive graphs of tens of millions of nodes. We use a previously known and very simple heuristic technique: iteratively removing the node of largest degree and all of its edges. This approach has an apparent quadratic complexity since, upon removal of a node and adjoining set of edges, the node degree calculations must be updated prior to choosing the next node. However, we describe a linear time complexity solution using an array whose indices map to node degree and whose values are hash tables indicating the presence or absence of a node at that degree value. We empirically demonstrate linear scalability on random graphs of up to 15 000 nodes and evaluate our memory usage vs. runtime tradeoffs. We then demonstrate tractability on massive graphs through execution on a graph with 34 million nodes representing Internet wide router connectivity.				Mell, Peter M. (NIST); Harang, Richard (U.S. Army Research Laboratory); Gueye, Assane (University of Maryland)		Mell, Peter M.; Harang, Richard; Gueye, Assane										International Journal of Computer Science: Theory and Application														5		1				1-11																
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		773.01		926106		G2018-1217		Published		Final		Journal Article		A Measure of Dependence for Cryptographic Primitives Relative to Ideal Functions		Dependence for Crypto Primitives Relative to Ideal Functions		November 2015		11/02/2015		https://doi.org/10.1216/RMJ-2015-45-4-1283		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926106		https://csrc.nist.gov/publications/detail/journal-article/2015/dependence-for-crypto-primitives-relative-to-ideal-functions		hash;  dependence;  stopping times;  indifferentiability		In this work, we present a modification of a well-established measure of dependence appropriate for the analysis of stopping times for adversarial processes on cryptographic primitives. We apply this measure to construct generic criteria for the ideal behavior of fixed functions in both the random oracle and ideal permutation setting. More significantly, we provide a nontrivial extension of the notion of hash function indifferentiability, transporting the theory from the status of providing security arguments for protocols utilizing ideal primitives into the more realistic setting of protocol assurance with fixed functions. The methodology this measure introduces to indifferentiability analysis connects the security of a hash function with an indifferentiable mode to the security of the underlying compression function in a quantitative way; thus, we prove that dependence results on cryptographic primitives provide a direct means of determining the practical resistance or vulnerability of protocols employing such primitives.				Smith-Tone, Daniel (NIST); Tone, Cristina (University of Louisville)		Smith-Tone, Daniel; Tone, Cristina										Rocky Mountain Journal of Mathematics														45		4				1283-1309												Security and Privacy: cryptography				

		773.02		917352		G2014-1639		Published		Final		Journal Article		Combinatorial Coverage as an Aspect of Test Quality		Combinatorial Coverage as an Aspect of Test Quality		March/April 2015		03/31/2015				http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=917352		https://csrc.nist.gov/publications/detail/journal-article/2015/combinatorial-coverage-as-an-aspect-of-test-quality		combinatorial coverage;  combinatorial testing;  software testing 		There are relatively few good methods for evaluating test set quality, after ensuring basic requirements traceability. Structural coverage, mutation testing, and related methods can be used if source code is available, but these approaches may entail significant cost in time and resources. This paper introduces an alternative measure of test quality that is directly related to fault detection, simple to compute, and can be applied prior to execution of the system under test. As such, it provides an inexpensive complement to current approaches for evaluating test quality.				Kuhn, Richard (NIST); Kacker, Raghu N. (NIST); Lei, Yu (UTA)		Kuhn, Richard; Kacker, Raghu N.; Lei, Yu										Crosstalk (Hill AFB): the Journal of Defense Software Engineering														28		2				19-23												Technologies: software; Security and Privacy: testing & validation				

		773.01		913932				Published		Final		Journal Article		Report on Pairing-based Cryptography		Report on Pairing-based Cryptography		February 3, 2015		02/03/2015		https://doi.org/10.6028/jres.120.002		https://nvlpubs.nist.gov/nistpubs/jres/120/jres.120.002.pdf		https://csrc.nist.gov/publications/detail/journal-article/2015/report-on-pairing-based-cryptography		cryptography;  elliptic curves;  IBE;  identity-based encryption;  pairings 		This report summarizes study results on pairing-based cryptography. The main purpose of the study is to form NIST’s position on standardizing and recommending pairing-based cryptography schemes currently published in research literature and standardized in other standard bodies. The report reviews the mathematical background of pairings. This includes topics such as pairing friendly elliptic curves and how to compute various pairings. It includes a brief introduction on existing identity-based encryption (IBE) schemes and other cryptographic schemes using pairing technology. The report provides a complete study on the current status of standard activities on pairing-based cryptographic schemes. It explores different application scenarios for pairing-based cryptography schemes. As an important aspect of adopting pairing-based schemes, the report also considers the challenges inherent in CAVP and CMVP testing for FIPS 140 evaluation. Based on the study, the report suggests an approach for including pairing-based cryptography schemes in the NIST cryptographic toolkit. The report also outlines several questions that will require further study if this approach is followed.				Moody, Dustin (NIST); Peralta, Rene (NIST); Perlner, Ray A. (NIST); Regenscheid, Andrew R. (NIST); Roginsky, Allen (NIST); Chen, Lily (NIST)		Moody, Dustin; Peralta, Rene; Perlner, Ray A.; Regenscheid, Andrew R.; Roginsky, Allen; Chen, Lily										Journal of Research of the National Institute of Standards and Technology														120						11-27												Security and Privacy: privacy; key management; digital signatures; Technologies: cloud & virtualization				

				915277				Published		Final		Journal Article		IT Risks		IT Risks		January-February 2014		02/03/2014		https://doi.org/10.1109/MITP.2014.7		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=915277		https://csrc.nist.gov/publications/detail/journal-article/2014/it-risks		computer security;  risk management;  security;  security evaluation 		Risk management is a common phrase when managing information, from the CISO to the programmer. We acknowledge that risk management is the identification, assessment and prioritization of risks and reflects how we manage uncertainty. These are some areas of risk that we have come to accept, their mitigation strategies are part of our development, part of our everyday work. Most IT professionals would agree that IT is good at identifying and managing the risks. But is that really the case or has risk management/mitigation become a buzz word for us?				Wilbanks, L.; Kuhn, Richard; Chou, W.		Wilbanks, L.; Kuhn, Richard; Chou, W.										IT Professional														16		1				20-21																

		773.05		926022		G2018-1146		Published		Final		Journal Article		Aggregating Vulnerability Metrics in Enterprise Networks using Attack Graphs		Vulnerability Metrics using Attack Graphs		September 2013		09/20/2013		https://doi.org/10.3233/JCS-130475		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926022		https://csrc.nist.gov/publications/detail/journal-article/2013/vulnerability-metrics-using-attack-graphs		risk assessment;  vulnerability metrics;  attack graphs;  enterprise network security management		Quantifying security risk is an important and yet difficult task in enterprise network security management. While metrics exist for individual software vulnerabilities, there is currently no standard way of aggregating such metrics. We present a model that can be used to aggregate vulnerability metrics in an enterprise network, producing quantitative metrics that measure the likelihood breaches can occur within a given network configuration. A clear semantic model for this aggregation is an important first step toward a comprehensive network security metric model. We utilize existing work in attack graphs and apply probabilistic reasoning to produce an aggregation that has clear semantics and sound computation. We ensure that shared dependencies between attack paths have a proportional effect on the final calculation. We correctly reason over cycles, ensuring that privileges are evaluated without any self-referencing effect. We introduce additional modeling artifacts in our probabilistic graphical model to capture and account for hidden correlations among exploit steps. The paper shows that a clear semantic model for aggregation is critical in interpreting the results, calibrating the metric model, and explaining insights gained from empirical evaluation. Our approach has been rigorously evaluated using a number of network models, as well as data from production systems.				Homer, John (Abilene Christian University); Zhang, Su (KSU); Ou, Xinming (KSU); Schmidt, David (KSU); Du, Yanhui (Chinese People's Public Security University); Rajagopalan, S. Raj (Hewlett-Packard Laboratories); Singhal, Anoop (NIST)		Homer, John; Zhang, Su; Ou, Xinming; Schmidt, David; Du, Yanhui; Rajagopalan, S. Raj; Singhal, Anoop										Journal of Computer Security														21		4				561-597												Technologies: networks; Security and Privacy: risk assessment; configuration management; modeling; vulnerability management				

								Published		Final		Journal Article		Combinatorial Testing for Software: an Adaptation of Design of Experiments		Combinatorial Testing for Software: Design of Experiments		November 2013		03/14/2013		https://doi.org/10.1016/j.measurement.2013.02.021				https://csrc.nist.gov/publications/detail/journal-article/2013/combinatorial-testing-for-software-design-of-experiments		computer security;  covering arrays;  design of experiments;  measurement;  metrology;  orthogonal arrays;  software engineering;  software testing 		Software has become increasingly ubiquitous in tools and methods used for science, engineering, medicine, commerce, and human interactions. Extensive testing is required to assure that software works correctly. Combinatorial testing is a versatile methodology which is useful in a broad range of situations to detect faults in software. It is based on the insight that while the behavior of a software system may be affected by a large number of factors, only a few factors are involved in a failure-inducing fault. We discuss the development of combinatorial testing for software as adaptation of design of experiment methods. Combinatorial testing began as pairwise testing in which first orthogonal arrays and then covering arrays were used to make sure that all pairs of the test settings were tested. Subsequent investigations of actual software failures showed that pairwise (2-way) testing may not always be sufficient and combinatorial t-way testing for t greater than 2 may be needed. Until recently efficient tools for generating test suites for combinatorial t-way testing were not widely available. Combinatorial testing has become practical because efficient and free downloadable tools with support of constraints have become available.				Kacker, Raghu N.; Kuhn, Richard; Lei, Yu; Lawrence, J.		Kacker, Raghu N.; Kuhn, Richard; Lei, Yu; Lawrence, J.										Measurement														46		9				3745-3752																

				912594				Published		Final		Journal Article		Protecting Wireless Local Area Networks		Protecting Wireless Local Area Networks		November-December 2012		12/03/2012		https://doi.org/10.1109/MITP.2012.110				https://csrc.nist.gov/publications/detail/journal-article/2012/protecting-wireless-local-area-networks		configuration management;  cyber security;  IEEE 802-11;  information security;  information technology (IT);  local area networks;  LAN;  mobile technology;  risk management;  security assessments;  security controls;  security monitoring;  threats;  vulnerabilities;  null 		This article summarizes the information that was presented in the February 2012 Information Technology Laboratory (ITL) bulletin, Guidelines for Securing Wireless Local Area Networks (WLANs). The bulletin, which was noted by WERB in February 2012, was based on NIST Special Publication (SP) 800-153, Guidelines for Securing Wireless Local Area Networks (WLANs): Recommendations of the National Institute of Standards and Technology. The article summarizes the bulletin for a professional technical publication, and focuses on how organizations can implement sound security practices throughout the life cycles of their WLANs. Information is provided about access to SP 500-153, and to other NIST resources that are available to help organizations improve the security of wireless local area networks, the system development life cycle and the management of risks to systems.				Radack, Shirley M.; Kuhn, Richard		Radack, Shirley M.; Kuhn, Richard										IT Professional														14		6				59-61																

				908329				Published		Final		Journal Article		Arithmetic Progressions on Huff Curves		Arithmetic Progressions on Huff Curves		2011		07/23/2012						https://csrc.nist.gov/publications/detail/journal-article/2012/arithmetic-progressions-on-huff-curves		Diophantine equations;  arithmetic progressions;  elliptic curves 		We look at arithmetic progressions on elliptic curves known as Huff curves. By an arithmetic progression on an elliptic curve, we mean that either the x or y-coordinates of a sequence of rational points on the curve form an arithmetic progression. Previous work has found arithmetic progressions on Weierstrass curves, quartic curves, Edwards curves, and genus 2 curves. We find an infinite number of Huff curves with an arithmetic progression of length 9.				Moody, Dustin		Moody, Dustin										Annales Mathematicae et Informaticae														38						111-116																

		774.00		909994		G2012-0069		Published		Final		Journal Article		Basing Cybersecurity Training on User Perceptions		Basing Cybersecurity Training on User Perceptions		March-April 2012		03/01/2012		https://doi.org/10.1109/MSP.2011.180				https://csrc.nist.gov/publications/detail/journal-article/2012/basing-cybersecurity-training-on-user-perceptions		cybersecurity;   perceptions;  mental models;   awareness;   National Initiative for Cybersecurity Education;   NICE		The authors investigated users' understanding of online security by conducting in-depth interviews to identify correct perceptions, myths, and potential misperceptions. Participants were aware of and concerned with online and computer security but lacked a complete skill set to protect their computer systems, identities, and information online.				Furman, Susanne (NIST); Theofanos, Mary F. (NIST); Choong, Yee-Yin (NIST); Stanton, Brian (NIST)		Furman, Susanne; Theofanos, Mary F.; Choong, Yee-Yin; Stanton, Brian										IEEE Security & Privacy														10		2				40-49																

		773.01		907596				Published		Final		Journal Article		Arithmetic Progressions on Edwards Curves		Arithmetic Progressions on Edwards Curves		February 8, 2011		02/08/2011				https://cs.uwaterloo.ca/journals/JIS/VOL14/Moody/moody2.html		https://csrc.nist.gov/publications/detail/journal-article/2011/arithmetic-progressions-on-edwards-curves		elliptic curves;  arithmetic progressions;  Edwards curves 		We look at arithmetic progressions on elliptic curves known as Edwards curves. By an arithmetic progression on an elliptic curve, we mean that the x-coordinates of a sequence of rational points on the curve form an arithmetic progression. Previous work has found arithmetic progressions on Weierstrass curves, quartic curves, and genus 2 curves. We find an infinite number of Edwards curves with an arithmetic progression of length 9.				Moody, Dustin (NIST)		Moody, Dustin										Journal of Integer Sequences														14		1				1-4												Security and Privacy: cryptography				

		773.02						Published		Final		Journal Article		Advanced Combinatorial Test Methods for System Reliability		Advanced Combinatorial Test Methods for System Reliability		2010		12/31/2010				http://rs.ieee.org/images/files/Publications/2010/2010-16.pdf		https://csrc.nist.gov/publications/detail/journal-article/2010/advanced-combinatorial-test-methods-for-system-reliability		combinatorial testing;  system reliability 		Every computer user is familiar with software bugs. Many seem to appear almost randomly, suggesting that the conditions triggering them must be complex, and some famous software bugs have been traced to highly unusual combinations of conditions. For example, the 1997 Mars Pathfinder mission began experiencing system resets at seemingly unpredictable times soon after it landed and began collecting data. Fortunately, engineers were able to deduce and correct the problem, which occurred only when (1) a particular type of data was being collected and (2) intermediate priority tasks exceeded a certain load, allowing a blocking condition that eventually triggered a reset.				Kuhn, Richard (NIST); Kacker, Raghu N. (NIST); Lei, Yu (UTA)		Kuhn, Richard; Kacker, Raghu N.; Lei, Yu										IEEE Reliability Society 2010 Annual Technical Report																				1-6												Security and Privacy: testing & validation				

				905923				Published		Final		Journal Article		Ethics and the Cloud		Ethics and the Cloud		September-October 2010		09/30/2010		https://doi.org/10.1109/MITP.2010.129				https://csrc.nist.gov/publications/detail/journal-article/2010/ethics-and-the-cloud		cloud computing;  ubiquitous computing;  society;  civilization 		Cloud computing is an idea that's rapidly evolving. Still, the amount of money and attention devoted to this topic makes it seems sensible to discuss how ethicists view the kinds of changes in computing that are being called the cloud. This department is part of a special issue on cloud computing.				Miller, K.; Voas, Jeffrey M.		Miller, K.; Voas, Jeffrey M.										IT Professional														12		5				4-5																

		773.01		905987				Published		Final		Journal Article		On Feedback Functions of Maximum Length Nonlinear Feedback Shift Registers		On Feedback Functions of Maximum Length NFSRs		June 1, 2010		08/02/2010						https://csrc.nist.gov/publications/detail/journal-article/2010/on-feedback-functions-of-maximum-length-nfsrs		de Bruijn sequences;  maximal length sequences;  nonlinear feedback shift registers 		Feedback shift registers are basic building blocks for many cryptographic primitives. Due to the insecurities of Linear Feedback Shift Register (LFSR) based systems, the use of Nonlinear Feedback Shift Registers (NFSRs) became more popular. In this work, we study the feedback functions of NFSRs with period 2^n. First, we provide two new necessary conditions for feedback functions to be maximum length. Then, we consider NFSRs with k-monomial feedback functions and focus on two extreme cases where k = 4 and k = 2^(n-1). We study construction methods for these special cases.				Çalık, Çağdaş; Sönmez Turan, Meltem; Özbudak, F.		Çalık, Çağdaş; Sönmez Turan, Meltem; Özbudak, F.										IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences																6				1226-1231												Security and Privacy: cryptography				

		773.03		905425				Published		Final		Journal Article		Adding Attributes to Role-Based Access Control		Adding Attributes to Role-Based Access Control		June 2010		06/01/2010		https://doi.org/10.1109/MC.2010.155		https://csrc.nist.gov/CSRC/media/Publications/journal-article/2010/adding-attributes-to-role-based-access-control/documents/kuhn-coyne-weil-10.pdf		https://csrc.nist.gov/publications/detail/journal-article/2010/adding-attributes-to-role-based-access-control		access control;  computer security;  role based access control 		Role based access control (RBAC) is a popular model for information security. It helps reduce the complexity of security administration and supports the review of permissions assigned to users, a feature critical to organizations that must determine their risk exposure from employee IT system access. RBAC is frequently criticized for the difficulty of setting up an initial role structure and for inflexibility in rapidly changing domains. A pure RBAC solution may have inadequate support for dynamic attributes such as time of day, which may need to be considered in determining user permissions. To support dynamic attributes, particularly in large organizations, a role explosion problem may result where thousands of separate roles are needed for different collections of permissions. Recent interest in attribute-based access control (ABAC) suggests that attributes and rules could either replace RBAC or make RBAC more simple and flexible.				Kuhn, Richard (NIST); Coyne, Edward J. (SAIC); Weil, Timothy R. (Raytheon Polar Services Company)		Kuhn, Richard; Coyne, Edward J.; Weil, Timothy R.										Computer (IEEE Computer)														43		6				79-81												Security and Privacy: access control				

		773.02		903128		G2009-1403		Published		Final		Journal Article		Combinatorial Software Testing		Combinatorial Software Testing		August 2009		08/07/2009		https://doi.org/10.1109/MC.2009.253				https://csrc.nist.gov/publications/detail/journal-article/2009/combinatorial-software-testing		combinatorial methods;  combinatorial testing;  software assurance;  software testing 		Developers of large data-intensive software often notice an interesting – though not surprising – phenomenon: when usage of an application jumps dramatically, components that have operated for months without trouble suddenly develop previously undetected errors. For example, newly added customers may have account records with an oddball combination of values that have not been seen before. Some of these rare combinations trigger faults that have escaped previous testing and extensive use. Or, the application may have been installed on a different OS-hardware-DBMS-networking platform. Combinatorial testing, which exercises all t-way combinations up to a pre-specified level of t, can help find problems like this early in the testing life-cycle.				Kuhn, Richard (NIST); Kacker, Raghu N. (NIST); Lei, Yu (UTA); Hunter, Justin (Hexawise)		Kuhn, Richard; Kacker, Raghu N.; Lei, Yu; Hunter, Justin										Computer (IEEE Computer)														42		8				94-96												Security and Privacy: assurance; testing & validation; Technologies: software				

				152162				Published		Final		Journal Article		Automated Combinatorial Test Methods Beyond Pairwise Testing		Automated Combinatorial Test Methods Beyond Pairwise Testing		June 2008		06/02/2008				https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=152162		https://csrc.nist.gov/publications/detail/journal-article/2008/automated-combinatorial-test-methods-beyond-pairwise-testing		combinatorial testing;  formal methods;  model checking;  pairwise testing;  software assurance;  software testing		Pairwise testing has become a popular approach to software quality assurance because it often provides effective error detection at low cost. However, pairwise (2-way) coverage is not sufficient for assurance of mission-critical software. Combinatorial testing beyond pairwise is rarely used because good algorithms have not been available for complex combinations such as 3- way, 4-way, or more. In addition, significantly more tests are required for combinations beyond pairwise testing, and testers must determine expected results for each set of inputs. This article introduces new tools for automating the production of complete test cases covering up to 6-way combinations.				Kuhn, Richard; Kacker, Raghu N.; Lei, Yu		Kuhn, Richard; Kacker, Raghu N.; Lei, Yu										Crosstalk (Hill AFB): the Journal of Defense Software Engineering														21		6				22-26												Security and Privacy: assurance; modeling; testing & validation; Technologies: software				

		773.05		51161				Published		Final		Journal Article		Implementing Interactive Analysis of Attack Graphs Using Relational Databases		Implementing Interactive Analysis of Attack Graphs Using RDBs		2008		04/02/2008		https://doi.org/10.3233/JCS-2008-0327				https://csrc.nist.gov/publications/detail/journal-article/2008/implementing-interactive-analysis-of-attack-graphs-using-rdbs		relational model;  attack graphs;  alert correlation;  network hardening		An attack graph models the causal relationships between vulnerabilities. Attack graphs have important applications in protecting critical resources in networks against sophisticated multi-step intrusions. Currently, analyses of attack graphs largely depend on proprietary implementations of specialized algorithms. However, developing and implementing algorithms causes a delay to the availability of new analyses. The delay is usually unacceptable due to rapidly-changing needs in defending against network intrusions. An administrator may want to revise an analysis as soon as its outcome is observed. Such an interactive analysis, similar to that in decision support systems, is desirable but difficult with current approaches based on proprietary implementations of algorithms. This paper addresses the above issue through a relational approach. Specifically, we devise a relational model for representing necessary inputs, such as network configurations and domain knowledge, and we generate attack graphs from these inputs as relational views. We show that typical analyses can be supported through different type of searches in an attack graph, and these searches can be realized as relational queries. Our approach eliminates the needs for implementing algorithms, because an analysis is now simply a relational query. The interactive analysis of attack graphs becomes possible, since relational queries can be dynamically constructed and revised at run time. As a side effect, experimental results show that the mature optimization techniques in relational databases can transparently improve the performance of the analysis.				Wang, Lingyu (Concordia University); Yao, Chao (GMU); Singhal, Anoop (NIST); Jajodia, Sushil (GMU)		Wang, Lingyu; Yao, Chao; Singhal, Anoop; Jajodia, Sushil										Journal of Computer Security														16		4				419-437												Security and Privacy: threats; modeling; Technologies: networks				

								Published		Final		Journal Article		Proposed NIST Standard for Role-Based Access Control		Proposed NIST Standard for Role-Based Access Control		August 2001		08/01/2001		https://doi.org/10.1145/501978.501980				https://csrc.nist.gov/publications/detail/journal-article/2001/proposed-nist-standard-for-role-based-access-control		Role-based access control;   security;   access control;   authorization management;   standards 		In this article we propose a standard for role-based access control (RBAC). Although RBAC models have received broad support as a generalized approach to access control, and are well recognized for their many advantages in performing large-scale authorization management, no single authoritative definition of RBAC exists today. This lack of a widely accepted model results in uncertainty and confusion about RBAC's utility and meaning. The standard proposed here seeks to resolve this situation by unifying ideas from a base of frequently referenced RBAC models, commercial products, and research prototypes. It is intended to serve as a foundation for product development, evaluation, and procurement specification. Although RBAC continues to evolve as users, researchers, and vendors gain experience with its application, we feel the features and components proposed in this standard represent a fundamental and stable set of mechanisms that may be enhanced by developers in further meeting the needs of their customers. As such, this document does not attempt to standardize RBAC features beyond those that have achieved acceptance in the commercial marketplace and research community, but instead focuses on defining a fundamental and stable set of RBAC components. This standard is organized into the RBAC Reference Model and the RBAC System and Administrative Functional Specification. The reference model defines the scope of features that comprise the standard and provides a consistent vocabulary in support of the specification. The RBAC System and Administrative Functional Specification defines functional requirements for administrative operations and queries for the creation, maintenance, and review of RBAC sets and relations, as well as for specifying system level functionality in support of session attribute management and an access control decision process.				Ferraiolo, David F. (NIST); Sandhu, Ravi (GMU); Gavrila, Serban (NIST); Kuhn, Richard (NIST); Chandramouli, Ramaswamy (NIST)		Ferraiolo, David F.; Sandhu, Ravi; Gavrila, Serban; Kuhn, Richard; Chandramouli, Ramaswamy										ACM Transactions on Information and System Security (TISSEC)														4		3				224-274												Security and Privacy: access control				

		773.01						Published		Final		Journal Article		Report on the Development of the Advanced Encryption Standard (AES)		Report on the Development of the AES		May-June 2001		06/01/2001		https://doi.org/10.6028/jres.106.023		https://nvlpubs.nist.gov/nistpubs/jres/106/3/j63nec.pdf		https://csrc.nist.gov/publications/detail/journal-article/2001/report-on-the-development-of-the-aes		Advanced Encryption Standard (AES);  cryptography;  cryptanalysis;  cryptographic algorithms;  encryption;  Rijndael 		In 1997, the National Institute of Standards and Technology (NIST) initiated a process to select a symmetric-key encryption algorithm to be used to protect sensitive (unclassified) Federal information in furtherance of NIST’s statutory responsibilities. In 1998, NIST announced the acceptance of 15 candidate algorithms and requested the assistance of the cryptographic research community in analyzing the candidates. This analysis included an initial examination of the security and efficiency characteristics for each algorithm. NIST reviewed the results of this preliminary research and selected MARS, RC6, Rijndael, Serpent and Twofish as finalists. Having reviewed further public analysis of the finalists, NIST has decided to propose Rijndael as the Advanced Encryption Standard (AES). The research results and rationale for this selection are documented in this report.				Nechvatal, James R. (NIST); Barker, Elaine B. (NIST); Bassham, III, Lawrence E. (NIST); Burr, William E. (NIST); Dworkin, Morris J. (NIST); Foti, James G. (NIST); Roback, Edward A. (NIST)		Nechvatal, James R.; Barker, Elaine B.; Bassham, III, Lawrence E.; Burr, William E.; Dworkin, Morris J.; Foti, James G.; Roback, Edward A.										Journal of Research of the National Institute of Standards and Technology														106		3				511-577												Activities and Products: standards development; Security and Privacy: encryption				

		773.01						Published		Final		Journal Article		Status Report on the First Round of the Development of the Advanced Encryption Standard (AES)		First Round Status Report on AES Development		Sep-Oct 1999		10/01/1999		https://doi.org/10.6028/jres.104.027		https://nvlpubs.nist.gov/nistpubs/jres/104/5/j45nec.pdf		https://csrc.nist.gov/publications/detail/journal-article/1999/first-round-status-report-on-aes-development		Advanced Encryption Standard (AES);  cryptography;  cryptanalysis;  cryptographic algorithms;  encryption 		In 1997, the National Institute of Standards and Technology (NIST) initiated a process to select a symmetric-key encryption algorithm to be used to protect sensitive (unclassified) Federal information in furtherance of NIST’s statutory responsibilities. In 1998, NIST announced the acceptance of 15 candidate algorithms and requested the assistance of the cryptographic research community in analyzing the candidates. This analysis included an initial examination of the security and efficiency characteristics for each algorithm. NIST has reviewed the results of this research and selected five algorithms (MARS, RC6, Rijndael, Serpent and Twofish) as finalists. The research results and rationale for the selection of the finalists are documented in this report. The five finalists will be the subject of further study before the selection of one or more of these algorithms for inclusion in the Advanced Encryption Standard.				Nechvatal, James R. (NIST); Barker, Elaine B. (NIST); Dodson, Donna F. (NIST); Dworkin, Morris J. (NIST); Foti, James G. (NIST); Roback, Edward A. (NIST)		Nechvatal, James R.; Barker, Elaine B.; Dodson, Donna F.; Dworkin, Morris J.; Foti, James G.; Roback, Edward A.										Journal of Research of the National Institute of Standards and Technology														104		5				435-459												Activities and Products: standards development; Security and Privacy: encryption				

				151656				Published		Final		Journal Article		Object Retrieval and Access Management in Electronic Commerce		Object Retrieval and Access Management in Electronic Commerce		September 1999		09/01/1999		https://doi.org/10.1109/35.790905				https://csrc.nist.gov/publications/detail/journal-article/1999/object-retrieval-and-access-management-in-electronic-commerce		access control;  electronic commerce;  Internet;  object retrieval;  RBAC;  Role-Based Access Control;  World Wide Web;  XML 		Electronic commerce over the Internet is now tens of billions of dollars per year and growing. This article describes how objects used in EC can be located and protected from unauthorized access. It discusses the three kinds of EC: customer interactions with a business, business interactions with other businesses, and interactions within a business. It characterizes the object retrieval and access management required to support the types of EC. It describes how metadata expressed in XML can be used to locate objects for retrieval and how a public key infrastructure along with role-based access control can be used to implement the distributed authentication and access control necessary to support complex access policies. In addition, the article describes activities within the Information Technology Laboratory at the National Institute of Standards and Technology which contribute to the development of related standards and tests.				Wakid, Shukri (NIST); Barkley, John (NIST); Skall, Mark (NIST)		Wakid, Shukri; Barkley, John; Skall, Mark										IEEE Communications Magazine														37		9				74-77												Sectors: retail; Security and Privacy: access control				

		773.00						Published		Final		Journal Article		Privacy and Security of Personal Information in a New Health Care System		Privacy & Security of Personal Info in a New Health Care System		November 24, 1993		11/24/1993		https://doi.org/10.1001/jama.1993.03510200093038				https://csrc.nist.gov/publications/detail/journal-article/1993/privacy--security-of-personal-info-in-a-new-health-care-system		health care;  personal information;  privacy;  security		A COMPLEX health care information infrastructure will exist under a reformed health care system as proposed in the American Health Security Act of 1993. The success of the new system will depend in part on the accuracy, correctness, and trustworthiness of the information and the privacy rights of individuals to control the disclosure of personal information. All participants in the new system (consumers and patients, health plans, health alliances, and a national health board) will need access to high-quality information for informed decision making. At the same time, everyone must have confidence that information of a private nature is adequately protected.  American society places a high value on individual rights, autonomous decision making, and the protection of the private sphere from governmental or other intrusion. Concerns about privacy transcend the health care setting. Americans believe that their privacy rights are not adequately protected. In a 1993 Harris-Equifax poll...				Gostin, Lawrence O.; Turek-Brezina, Joan; Powers, Madison; Kozloff, Rene; Faden, Ruth; Steinauer, Dennis (NIST)		Gostin, Lawrence O.; Turek-Brezina, Joan; Powers, Madison; Kozloff, Rene; Faden, Ruth; Steinauer, Dennis										Journal of the American Medical Association														270		20				2487-2493												Security and Privacy: privacy; general security & privacy; Sectors: healthcare				

		773.00						Published		Final		Journal Article		A Technique for Analyzing the Effects of Changes in Formal Specifications		A Technique for Analyzing the Effects of Changes in Formal Specs		December 1992		12/01/1992		https://doi.org/10.1093/comjnl/35.6.574				https://csrc.nist.gov/publications/detail/journal-article/1992/a-technique-for-analyzing-the-effects-of-changes-in-formal-specs		formal specifications;  modeling;  software		Formal specifications are increasingly used in modeling software systems. An important aspect of a model is its value as an analytical tool to investigate the effect of changes. This paper defines the notion of predicate differences and shows how predicate differences may be used to analyze the effects of changes in formal specifications. Predicate differences have both theoretical and practical applications. As a theoretical tool, predicate differences may be used to define a meaning for the ‘size” of a change to a formal specification. Practical applications include analyzing the effect of design changes on a previously verified design; defining an affinity function for reusable software components; computing slices of formal specifications, similar to program slices; investigating the conditions under which invalid assumptions will render a system non-secure; and formalizing the database inference problem.				Kuhn, Richard (NIST)		Kuhn, Richard										The Computer Journal														35		6				574-578												Technologies: software; Security and Privacy: modeling				

		770.00						Published		Final		Journal Article		Conference Reports: Twelfth National Computer Security Conference, Baltimore, MD October 10-13, 1989		Conference Report: 12th NCSC (1989)		March-April 1990		03/01/1990		https://doi.org/10.6028/jres.095.023				https://csrc.nist.gov/publications/detail/journal-article/1990/conference-report-12th-ncsc-1989		computer security 		The National Computer Systems Laboratory (NCSL) of the National Institute of Standards and Technology (NIST) and the National Computer Security Center (NCSC) of the Department of Defense (DoD) co-sponsored the Twelfth National Computer Security Conference held in Baltimore, Maryland on October 10-13, 1989. The theme of the conference, Information Systems Security: Solutions for Today—Concepts for Tomorrow, highlighted the broader focus of information systems security which now challenges the user community, vendors, system developers, and administrators. Major areas addressed included advanced research developments and emerging technologies, network security architectures, risk management, management and administration issues in computer security, and an expanded focus on education and ethics. More than 2,000 attendees from government, industry, and academia participated in the 4-day conference, which was co-chaired by NCSL's Irene Gilbert and NCSC's George Mitchell.				Lennon, Elizabeth B. (NIST)		Lennon, Elizabeth B.										Journal of Research of the National Institute of Standards and Technology														95		2				189-193												Activities and Products: conferences & workshops; Security and Privacy: general security & privacy				

		773.00						Published		Final		Journal Article		Conference Reports: Twelfth National Computer Security Conference, Baltimore, MD October 10-13, 1989		Conference Reports: 12th NCSC		March/April 1990		03/01/1990		https://doi.org/10.6028/jres.095.023				https://csrc.nist.gov/publications/detail/journal-article/1990/conference-reports-12th-ncsc		computer security;  conferences		The National Computer Systems Laboratory (NCSL) of the National Institute of Standards and Technology (NIST) and the National Computer Security Center (NCSC) of the Department of Defense (DoD) co-sponsored the Twelfth National Computer Security Conference held in Baltimore, Maryland on October 10-13, 1989. The theme of the conference, Information Systems Security: Solutions for Today—Concepts for Tomorrow, highlighted the broader focus of information systems security which now challenges the user community, vendors, system developers, and administrators. Major areas addressed included advanced research developments and emerging technologies, network security architectures, risk management, management and administration issues in computer security, and an expanded focus on education and ethics. More than 2,000 attendees from government, industry, and academia participated in the 4-day conference, which was co-chaired by NCSL's Irene Gilbert and NCSC's George Mitchell.				Lennon, Elizabeth B. (NIST)		Lennon, Elizabeth B.										Journal of Research of the National Institute of Standards and Technology														95		2				189-193												Activities and Products: conferences & workshops; Security and Privacy: general security & privacy				

		773.00						Published		Final		Journal Article		Generating Extended State Transitions from Structured Specifications for Process Control Systems		Generating Extended State Transitions from Structured Specs		September 1989		09/01/1989		https://doi.org/10.1049/sej.1989.0038				https://csrc.nist.gov/publications/detail/journal-article/1989/generating-extended-state-transitions-from-structured-specs		NIST Hierarchical Control System Emulator;  process control;  simulation;  software		The paper describes a method for providing improved prototyping capabilities in a process control system emulation tool. The tool, the NIST Hierarchical Control System Emulator, allows concurrent execution of modules emulating both physical processes and decision processes. The concurrent modules are specified as extended finite state machines. The paper describes the emulation tool and presents a simple method for transforming code, written with structured control constructs, into an extended state machine representation usable on the Emulator, providing the capability of rapid prototyping of designs. The paper also discusses advantages and disadvantages of this approach against direct use of state tables for specifying processes on the Emulator.				Kuhn, Richard (NIST)		Kuhn, Richard										Software Engineering Journal														4		5				283-291												Technologies: software; Security and Privacy: modeling				
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				918869				Published		Final		Journal Article		Network Diversity: A Security Metric for Evaluating the Resilience of Networks Against Zero-Day Attacks		Network Diversity: A Security Metric for Evaluating the Resilien		May 2016		01/12/2016		https://doi.org/10.1109/TIFS.2016.2516916				https://csrc.nist.gov/publications/detail/journal-article/2016/network-diversity-a-security-metric-for-evaluating-the-resilien		biodiversity; computer security; firewalls; information security; intrusion detection		Diversity has long been regarded as a security mechanism for improving the resilience of software and networks against various attacks. More recently, diversity has found new applications in cloud computing security, moving target defense, and improving the robustness of network routing. However, most existing efforts rely on intuitive and imprecise notions of diversity, and the few existing models of diversity are mostly designed for a single system running diverse software replicas or variants. At a higher abstraction level, as a global property of the entire network, diversity and its effect on security have received limited attention. In this paper, we take the first step toward formally modeling network diversity as a security metric by designing and evaluating a series of diversity metrics. In particular, we first devise a biodiversity-inspired metric based on the effective number of distinct resources. We then propose two complementary diversity metrics, based on the least and the average attacking efforts, respectively. We provide guidelines for instantiating the proposed metrics and present a case study on estimating software diversity. Finally, we evaluate the proposed metrics through simulation.				Zhang, Meng; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop; Albanese, Massimiliano		Zhang, Meng; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop; Albanese, Massimiliano										IEEE Transactions on Information Forensics and Security														11		5				1071-1086																

				919954				Published		Final		Journal Article		Managing Risk in a Cloud Ecosystem		Managing Risk in a Cloud Ecosystem		November-December 2015		12/18/2015		https://doi.org/10.1109/MCC.2015.122				https://csrc.nist.gov/publications/detail/journal-article/2015/managing-risk-in-a-cloud-ecosystem		cloud; cloud computing; NIST; risk assessment; risk management; Risk Management Framework; RMF; security; standards		Economies of scale, cutting-edge technology advancements, and higher concentration of expertise enable cloud providers to offer state-of-the-art cloud ecosystems that are resilient, self-regenerating, and secure--far more secure than the environments of consumers who manage their own systems. This has the potential to greatly benefit many organizations. The key to successful implementation of a cloud-based information system is a level of transparency into the cloud provider's service. This article focuses on security risks related to the operation and use of cloud-based information systems.				Iorga, Michaela; Karmel, Anil		Iorga, Michaela; Karmel, Anil										IEEE Cloud Computing														2		6				51-57																

				917802				Published		Final		Journal Article		Third-Party Software's Trust Quagmire		Third-Party Software's Trust Quagmire		December 2015		12/18/2015		https://doi.org/10.1109/MC.2015.372				https://csrc.nist.gov/publications/detail/journal-article/2015/third-party-software's-trust-quagmire		CBSE; commercial-off-the-shelf software; COTS; component-based software engineering; independent verification and validation; software composability; software engineering; software liability; software measurement; software reliability; third-party softwar		Integrating software developed by third-party organizations into a larger system raises concerns about the software's quality, origin, functionality, security, and interoperability. Addressing these concerns requires rethinking the roles of software's principal supply-chain actors--vendor, assessor, and evaluator.				Voas, Jeffrey M.; Hurlburt, George		Voas, Jeffrey M.; Hurlburt, George										Computer (IEEE Computer)														48		12				80-87																

				919086				Published		Final		Journal Article		Expanding Continuous Authentication with Mobile Devices		Expanding Continuous Authentication with Mobile Devices		November 2015		11/13/2015		https://doi.org/10.1109/MC.2015.333				https://csrc.nist.gov/publications/detail/journal-article/2015/expanding-continuous-authentication-with-mobile-devices		behavioral biometrics; biometrics; continuous authentication; multimodal continuous authentication		Continuous Authentication has been around but has been met with several limitations. Recent development of mobile platforms are providing relief for many of these limitations as they take advantage of multiple sensors and sufficient processing power for the user and system monitoring.				Schaffer, Kim		Schaffer, Kim										Computer (IEEE Computer)														48		11				92-95																

				152185				Published		Final		Journal Article		Spreading Alerts Quietly and the Subgroup Escape Problem		Spreading Alerts Quietly and the Subgroup Escape Problem		October 2015		10/01/2015		https://doi.org/10.1007/s00145-014-9181-1				https://csrc.nist.gov/publications/detail/journal-article/2015/spreading-alerts-quietly-and-the-subgroup-escape-problem		blind coupon mechanism; AND-homomorphic bit commitment; subgroup escape problem; elliptic curves over composite moduli; anonymous communication; intrusion detection		We introduce a new cryptographic primitive called a blind coupon mechanism (BCM). In effect, a BCM is an authenticated bit commitment scheme, which is AND-homomorphic. We show that a BCM has natural and important applications. In particular, we use it to construct a mechanism for transmitting alerts undetectably in a message-passing system of n nodes. Our algorithms allow an alert to quickly propagate to all nodes without its source or existence being detected by an adversary, who controls all message traffic. Our proofs of security are based on a new subgroup escape problem, which seems hard on certain groups with bilinear pairings and on elliptic curves over the ring Zn.				Aspnes, J.; Diamadi, Z.; Yampolskiy, A.; Gjøsteen, K.; Peralta, Rene		Aspnes, J.; Diamadi, Z.; Yampolskiy, A.; Gjøsteen, K.; Peralta, Rene										Journal of Cryptology														28		4				796-819																

				917341				Published		Final		Journal Article		Analogues of Vélu's Formulas for Isogenies on Alternate Models of Elliptic Curves		Analogues of Vélu's Formulas for Isogenies on Alternate Models o		September 9, 2015		09/09/2015		https://doi.org/10.1090/mcom/3036				https://csrc.nist.gov/publications/detail/journal-article/2015/analogues-of-vélu's-formulas-for-isogenies-on-alternate-models-o		Elliptic curve; Edwards curve; Huff curve		Isogenies are the morphisms between elliptic curves and are, accordingly, a topic of interest in the subject. As such, they have been well studied, and have been used in several cryptographic applications. Vélu's formulas show how to explicitly evaluate an isogeny, given a specification of the kernel as a list of points. However, Vélu's formulas only work for elliptic curves specified by a Weierstrass equation. This paper presents formulas similar to Vélu's that can be used to evaluate isogenies on Edwards curves and Huff curves, which are normal forms of elliptic curves that provide an alternative to the traditional Weierstrass form. Our formulas are not simply compositions of Vélu's formulas with mappings to and from Weierstrass form. Our alternate derivation yields efficient formulas for isogenies with lower algebraic complexity than such compositions. In fact, these formulas have lower algebraic complexity than Vélu's formulas on Weierstrass curves.				Moody, Dustin; Shumow, D.		Moody, Dustin; Shumow, D.										Mathematics of Computation																				1-23																

				917339				Published		Final		Journal Article		Leveraging the Potential of Cloud Security Service-Level Agreements through Standards		Leveraging the Potential of Cloud Security Service-Level Agreeme		May-June 2015		07/15/2015		https://doi.org/10.1109/MCC.2015.52				https://csrc.nist.gov/publications/detail/journal-article/2015/leveraging-the-potential-of-cloud-security-service-level-agreeme		cloud; metrics; risk management; security assessment; SLA; standards		Despite the undisputed advantages of cloud computing, customers-in particular, small and medium enterprises (SMEs)-still need meaningful understanding of the security and risk-management changes that the cloud entails so they can assess whether this new computing paradigm meets their security requirements. This article presents a fresh view on this problem by surveying and analyzing, from the standardization and risk assessment perspective, the specification of security in cloud service-level agreements (secSLA) as a promising approach to empower customers in assessing and understanding cloud security. Apart from analyzing the proposed risk-based approach and surveying the relevant landscape, this article presents a real-world scenario to support the creation and adoption of secSLAs as enablers for negotiating, assessing, and monitoring the achieved security levels in cloud services.				Luna, J.; Suri, N.; Iorga, Michaela; Karmel, Anil		Luna, J.; Suri, N.; Iorga, Michaela; Karmel, Anil										IEEE Cloud Computing														2		3				32-40																

				918270				Published		Final		Journal Article		Measuring Limits on the Ability of Colluding Countries to Partition the Internet		Measuring Limits on the Ability of Colluding Countries to Partit		2015		06/30/2015						https://csrc.nist.gov/publications/detail/journal-article/2015/measuring-limits-on-the-ability-of-colluding-countries-to-partit		Internet; resilience; connectivity; autonomous systems; security; countries		We show that the strength of Internet-based network interconnectivity of countries is increasing over time. We then evaluate bounds on the extent to which a group of colluding countries can disrupt this connectivity. We evaluate the degree to which a group of countries can disconnect two other countries, isolate a set of countries from the Internet, or even break the Internet up into non-communicative clusters. To do this, we create an interconnectivity map of the worldwide Internet routing infrastructure at a country level of abstraction. We then examine how groups of countries may use their pieces of routing infrastructure to filter out the traffic of other countries (or to block entire routes). Overall, bounds analysis indicates that the ability of countries to perform such disruptions to connectivity has diminished significantly from 2008 to 2013. However, we show that the majority of the gains in robustness go to countries that had already displayed significant robustness to the types of attacks that we consider. The countries that displayed higher initial vulnerability to such attacks did not become significantly more robust over the time period of analysis.				Mell, Peter M.; Harang, Richard; Gueye, Assane		Mell, Peter M.; Harang, Richard; Gueye, Assane										International Journal of Computer Science: Theory and Application														3		3				60-73																

				918851				Published		Final		Journal Article		New Second-Preimage Attacks on Hash Functions		New Second-Preimage Attacks on Hash Functions		June 23, 2015		06/23/2015		https://doi.org/10.1007/s00145-015-9206-4				https://csrc.nist.gov/publications/detail/journal-article/2015/new-second-preimage-attacks-on-hash-functions		cryptanalysis; hash function; dithering sequence; second-preimage attack; herding attack; kite generator		In this work, we present several new generic second-preimage attacks on hash functions. Our first attack is based on the herding attack and applies to various Merkle–Damgård-based iterative hash functions. Compared to the previously known long-message second-preimage attacks, our attack offers more flexibility in choosing the second-preimage message at the cost of a small computational overhead. More concretely, our attack allows the adversary to replace only a few blocks in the original target message to obtain the second preimage. As a result, our new attack is applicable to constructions previously believed to be immune to such second-preimage attacks. Among others, these include the dithered hash proposal of Rivest, Shoup’s UOWHF, and the ROX constructions. In addition, we also suggest several time-memory-data tradeoff attack variants, allowing for a faster online phase, and even finding second preimages for shorter messages. We further extend our attack to sequences stronger than the ones suggested in Rivest’s proposal. To this end we introduce the kite generator as a new tool to attack any dithering sequence over a small alphabet. Additionally, we analyse the second-preimage security of the basic tree hash construction. Here we also propose several second-preimage attacks and their time-memory-data tradeoff variants. Finally, we show how both our new and the previous second-preimage attacks can be applied even more efficiently when multiple short messages, rather than a single long target message, are available.				Andreeva, E.; Bouillaguet, C.; Dunkelman, O.; Fouque, P.; Hoch, J.; Kelsey, John M.; Shamir, A.; Zimmer, S.		Andreeva, E.; Bouillaguet, C.; Dunkelman, O.; Fouque, P.; Hoch, J.; Kelsey, John M.; Shamir, A.; Zimmer, S.										Journal of Cryptology																				1-40																

				915071				Published		Final		Journal Article		Evasion-Resistant Network Scan Detection		Evasion-Resistant Network Scan Detection		May 2015		05/09/2015		https://doi.org/10.1186/s13388-015-0019-7				https://csrc.nist.gov/publications/detail/journal-article/2015/evasion-resistant-network-scan-detection		algorithms; experimentation; intrusion detection systems (IDS); measurement; network scanning; security		Popular network scan detection algorithms operate through evaluating external sources for unusual connection patterns and traffic rates. Research has revealed evasive tactics that enable full circumvention of existing approaches (specifically the widely cited Threshold Random Walk algorithm). To prevent use of these circumvention techniques, we propose a novel approach to network scan detection that evaluates the behavior of internal network nodes, and combine it with other established techniques of scan detection. By itself, our algorithm is an efficient, protocol-agnostic, completely unsupervised method that requires no a priori knowledge of the network being defended beyond which hosts are internal and which hosts are external to the network, and is capable of detecting network scanning attempts regardless of the rate of the scan (working even with connectionless protocols). We demonstrate the effectiveness of our method on both live data from an enterprise-scale network and on simulated scan data, finding a false positive rate of just 0.000034% with respect to the number of inbound flows. When combined with both Threshold Random Walk and simple rate-limiting detection, we achieve an overall detection rate of 94.44%.				Harang, Richard; Mell, Peter M.		Harang, Richard; Mell, Peter M.										Security Informatics														4		4				1-10																
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				916849				Published		Final		Journal Article		Avoiding Cyberspace Catastrophes through Smarter Testing		Avoiding Cyberspace Catastrophes through Smarter Testing		October 2014		10/16/2014		https://doi.org/10.1109/MC.2014.273				https://csrc.nist.gov/publications/detail/journal-article/2014/avoiding-cyberspace-catastrophes-through-smarter-testing		cybersecurity; Heartbleed; Internet of Things; software development; software testing		The Heartbleed bug highlighted a critical problem in the software industry: inadequately tested software results in serious security vulnerabilities. Available testing technologies, combined with emerging standards, can help tech companies meet increasing consumer demand for greater Internet security.				Vassilev, Apostol; Celi, C.		Vassilev, Apostol; Celi, C.										Computer (IEEE Computer)														47		10				102-106																
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				906681				Published		Final		Journal Article		Free and Open Source Software		Free and Open Source Software		November-December 2010		12/13/2010		https://doi.org/10.1109/MITP.2010.147				https://csrc.nist.gov/publications/detail/journal-article/2010/free-and-open-source-software		FOSS; open source software; commercial open source software		In this paper, free and open source software are discussed. Open source is an intellectual property destroyer. Nothing could be worse than this for the software business and the intellectual-property business. Microsoft has an official open source presence on the Web (www.microsoft.com/opensource), and in July 2010, Jean Paoli, the General Manager for Interoperability Strategy at Microsoft, delivered a keynote address at the O'Reilly Open Source Convention.				Miller, K.; Voas, Jeffrey M.; Costello, T.		Miller, K.; Voas, Jeffrey M.; Costello, T.										IT Professional														12		6				14-16																
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				902426				Published		Final		Journal Article		Understanding Insecure IT: Practical Risk Assessment		Understanding Insecure IT: Practical Risk Assessment		May-June 2009		05/27/2009		https://doi.org/10.1109/MITP.2009.62				https://csrc.nist.gov/publications/detail/journal-article/2009/understanding-insecure-it-practical-risk-assessment		information security; risk assessment; risk management		IT systems have long been at risk from vulnerable software, malicious actions, or inadvertent user errors, in addition to run-of-the-mill natural and human-made disasters. As we discussed in the last issue ( Surviving Insecure IT: Effective Patch Management, pp. 49 51), effective patch management is essential for shoring up security vulnerabilities, but we ll still never witness perfect patch management and risk-free IT systems. Risk assessment is therefore critical for identifying, analyzing, and prioritizing IT security risks. Risk assessment involves gathering and evaluating risk information so that enterprise stakeholders can make mitigation decisions. Once we identify the risks, we can rank the probability of each one s occurrence and its impact on the organization. Some risks are more likely to occur than others, and different risks can affect an organization in different ways, so a practical risk assessment can help ensure that enterprises identify the most significant risks and determine the best actions for mitigating them.				Liu, S.; Kuhn, Richard; Rossman, Hart		Liu, S.; Kuhn, Richard; Rossman, Hart										IT Professional														11		3				57-59																

				901613				Published		Final		Journal Article		Surviving Insecure IT: Effective Patch Management		Surviving Insecure IT: Effective Patch Management		March-April 2009		03/21/2009		https://doi.org/10.1109/MITP.2009.38				https://csrc.nist.gov/publications/detail/journal-article/2009/surviving-insecure-it-effective-patch-management		patch management; security; vulnerability; vulnerability alerts; vulnerability assessment; vulnerability scan		The amount of time to protect enterprise systems against potential vulnerability continues to shrink. Enterprises need an effective patch management mechanism to survive the insecure IT environment. Effective patch management is a systematic and repeatable patch distribution process which includes establishing timely and practical alerts, receiving notification of patches or discovering them, downloading patches and documentation, assessing and prioritizing vulnerabilities, performing testing, deploying patches, and auditing.				Liu, S.; Kuhn, Richard; Rossman, Hart		Liu, S.; Kuhn, Richard; Rossman, Hart										IT Professional														11		2				49-51																

				901185				Published		Final		Journal Article		Introducing ""Insecure IT""		Introducing ""Insecure IT""		January-February 2009		01/20/2009		https://doi.org/10.1109/MITP.2009.10				https://csrc.nist.gov/publications/detail/journal-article/2009/introducing-""insecure-it""		computer security; National Vulnerability Database; security statistics; vulnerabilities		This article introduces insecure IT, a new department for IT Professional that will cover security weaknesses in IT systems, ranging from desktops to global e-commerce networks. This regular feature will offer ideas to improve IT security, both by looking at ways it can go wrong as well as by covering good practices.				Kuhn, Richard; Rossman, Hart; Liu, S.		Kuhn, Richard; Rossman, Hart; Liu, S.										IT Professional														11		1				24-26																

				152141				Published		Final		Journal Article		Refining the In-Parameter-Order Strategy for Constructing Covering Arrays		Refining the In-Parameter-Order Strategy for Constructing Coveri		September-October 2008		09/01/2008		https://doi.org/10.6028/jres.113.022				https://csrc.nist.gov/publications/detail/journal-article/2008/refining-the-in-parameter-order-strategy-for-constructing-coveri		blackbox testing; covering arrays; higher strength testing; pairwise testing		Covering arrays are structures for well-representing extremely large input spaces and are used to efficiently implement blackbox testing for software and hardware. This paper proposes refinements over the In-Parameter-Order strategy (for arbitrary $t$). When constructing homogeneous-alphabet covering arrays, these refinements reduce runtime in nearly all cases by a factor of more than 5 and in some cases by factors as large as 280. This trend is increasing with the number of columns in the covering array. Moreover, the resulting covering arrays are about 5% smaller. Consequently, this new algorithm has constructed many covering arrays that are the smallest in the literature. A heuristic variant of the algorithm sometimes produces comparably sized covering arrays while running significantly faster.				Forbes, M.; Lawrence, J.; Lei, Yu; Kacker, Raghu N.; Kuhn, Richard		Forbes, M.; Lawrence, J.; Lei, Yu; Kacker, Raghu N.; Kuhn, Richard										Journal of Research of the National Institute of Standards and Technology														113		5				287-297																

				152161				Published		Final		Journal Article		Practical Combinatorial Testing: Beyond Pairwise		Practical Combinatorial Testing: Beyond Pairwise		May-June 2008		06/01/2008		https://doi.org/10.1109/MITP.2008.54				https://csrc.nist.gov/publications/detail/journal-article/2008/practical-combinatorial-testing-beyond-pairwise		combinatorial testing; pairwise testing; software testing; software assurance		With new algorithms and tools, developers can apply high-strength combinatorial testing to detect elusive failures that occur only when multiple components interact. In pairwise testing, all possible pairs of parameter values are covered by at least one test, and good tools are available to generate arrays with the value pairs. In the past few years, advances in covering-array algorithms, integrated with model checking or other testing approaches, have made it practical to extend combinatorial testing beyond pairwise tests. The US National Institute of Standards and Technology (NIST) and the University of Texas, Arlington, are now distributing freely available methods and tools for constructing large t-way combination test sets (known as covering arrays), converting covering arrays into executable tests, and automatically generating test oracles using model checking (http://csrc.nist.gov/acts). In this review, we focus on real-world problems and empirical results from applying these methods and tools.				Kuhn, Richard; Kacker, Raghu N.; Lei, Yu		Kuhn, Richard; Kacker, Raghu N.; Lei, Yu										IT Professional														10		3				19-23																

				152163				Published		Final		Journal Article		Internet Protocol Version 6 (IPv6)		Internet Protocol Version 6 (IPv6)		May-June 2008		05/30/2008		https://doi.org/10.1109/MSP.2008.65				https://csrc.nist.gov/publications/detail/journal-article/2008/internet-protocol-version-6-ipv6		Internet standards; Internet Protocol Version 6; IPv6		Recognizing that the 32-bit addresses used by the current version of the Internet Protocol (IPv4) would soon be depleted, the Internet Engineering Task Force (IETF) has been developing its successor, Internet Protocol version 6 (IPv6). This has been a more complex undertaking than simply changing implementations to accommodate larger addresses. In addition to the basic features (types of addresses, their allocation and management; routing; header format; etc), several classes of enhancements have been defined: a streamlined IP header, extensibility to future protocols, security, mobility, quality of service (QoS), and autoconfiguration. Meanwhile, interim solutions (CIDR and NAT) have been deployed to slow down the IPv4 address depletion, and several of the advances that were supposed to distinguish IPv6 were retrofitted so that they could be used within IPv4. IPv6 adoption is challenging, since there are numerous moving targets: IPv6-related protocol standards, implementations, and new technological advances and applications. IPv4 and IPv6 are expected to be deployed concurrently in the Internet for the foreseeable future. The US Government and DoD are planning an early, phased adoption of IPv6. NIST has developed an IPv6 Profile for the Federal Government and is working with DoD to create a unified set of requirements. This article provides the rationale for the US Government's edict, and describes the technical features that distinguish IPv6 from its predecessor IPv4 protocol.				Frankel, Sheila E.; Green, D.		Frankel, Sheila E.; Green, D.										IEEE Security & Privacy														6		3				83-86																
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		773.02		927138		G2019-0182		Published		Final		Conference Proceedings		A Method-Level Test Generation Framework for Debugging Big Data Applications		Test Generation Framework for Debugging Big Data Apps		December 10-13, 2018		12/10/2018		https://doi.org/10.1109/BigData.2018.8622248		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=927138		https://csrc.nist.gov/publications/detail/conference-paper/2018/12/10/test-generation-framework-for-debugging-big-data-apps		testing;  unit testing;  big data application testing;  test generation;  test reduction;  debugging;  mutation testing		When a failure occurs in a big data application, debugging with the original dataset can be difficult due to the large amount of data being processed. This paper introduces a framework for effectively generating method-level tests to facilitate debugging of big data applications. This is achieved by running a big data application with the original dataset and by recording the inputs to a small number of method executions, which we refer to as method-level tests, that preserves certain code coverage, e.g., edge coverage. The inputs of these method-level tests are further reduced if needed, while maintaining code coverage. When debugging, a developer could inspect the execution of these method-level tests, instead of the entire program execution with the original dataset, which could be time-consuming. We implemented the framework and applied the framework to seven algorithms in the WEKA tool. The initial results show that a small number of method-level tests are sufficient to preserve code coverage. Furthermore, these tests could kill between 57.58 % to 91.43 % of the mutants generated using a mutation testing tool. This suggests that the framework could significantly reduce the efforts required for debugging big data applications.				Feng, Huadong (UTA); Chandrasekaran, Jaganmohan (UTA); Lei, Yu (UTA); Kacker, Raghu N. (NIST); Kuhn, Richard (NIST)		Feng, Huadong; Chandrasekaran, Jaganmohan; Lei, Yu; Kacker, Raghu N.; Kuhn, Richard												2018 IEEE International Conference on Big Data (Big Data)		Seattle, Washington, United States		Proceedings. 2018 IEEE International Conference on Big Data														221-230								Piscataway, NJ		IEEE		Technologies: big data; Security and Privacy: testing & validation				

		774.00		926097		G2018-1212		Published		Final		Conference Proceedings		""We make it a big deal in the company"": Security Mindsets in Organizations that Develop Cryptographic Products		Security Mindsets in Organizations that Develop Crypto Products		August 12-14, 2018		08/12/2018				https://www.usenix.org/system/files/conference/soups2018/soups2018-haney-mindsets.pdf		https://csrc.nist.gov/publications/detail/conference-paper/2018/08/12/security-mindsets-in-organizations-that-develop-crypto-products		usable security;  cryptography;  development		Cryptography is an essential component of modern computing. Unfortunately, implementing cryptography correctly is a non-trivial undertaking. Past studies have supported this observation by revealing a multitude of errors and developer pitfalls in the cryptographic implementations of software products. However, the emphasis of these studies was on individual developers; there is an obvious gap in more thoroughly understanding cryptographic development practices of organizations. To address this gap, we conducted 21 in-depth interviews of highly experienced individuals representing organizations that include cryptography in their products. Our findings suggest a security mindset not seen in other research results, demonstrated by strong organizational security culture and the deep expertise of those performing cryptographic development. This mindset, in turn, guides the careful selection of cryptographic resources and informs formal, rigorous development and testing practices. The enhanced understanding of organizational practices encourages additional research initiatives to explore variations in those implementing cryptography, which can aid in transferring lessons learned from more security-mature organizations to the broader development community through educational opportunities, tools, and other mechanisms. The findings also support past studies that suggest that the usability of cryptographic resources may be deficient, and provide additional suggestions for making these resources more accessible and usable to developers of varying skill levels.				Haney, Julie (NIST); Theofanos, Mary F. (NIST); Acar, Yasemin (Leibniz University Hannover); Spickard Prettyman, Sandra (Culture Catalyst)		Haney, Julie; Theofanos, Mary F.; Acar, Yasemin; Spickard Prettyman, Sandra												Fourteenth Symposium on Usable Privacy and Security (SOUPS 2018)		Baltimore, Maryland, United States		Proceedings of the Fourteenth Symposium on Usable Privacy and Security														357-373										USENIX						

		773.02		925224		G2018-0508		Published		Final		Conference Proceedings		Quantifying Information Exposure in Internet Routing		Quantifying Information Exposure in Internet Routing		August 1-3, 2018		08/01/2018		https://doi.org/10.1109/TrustCom/BigDataSE.2018.00237		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925224		https://csrc.nist.gov/publications/detail/conference-paper/2018/08/01/quantifying-information-exposure-in-internet-routing		measurement;  privacy;  internet		Data sent over the Internet can be monitored and manipulated by intermediate entities in the data path from the source to the destination. For unencrypted communications (and some encrypted communications with known weaknesses), eavesdropping and man-in-the-middle attacks are possible. For encrypted communication, the identifcation of the communicating endpoints is still revealed. In addition, encrypted communications may be stored until such time as newly discovered weaknesses in the encryption algorithm or advances in computer hardware render them readable by attackers.  In this work, we use public data to evaluate both advertised and observed routes through the Internet and measure the extent to which communications between pairs of countries are exposed to other countries. We use both physical router geolocation as well as the country of registration of the companies owning each router. We fnd a high level of information exposure; even physically adjacent countries use routes that involve many other countries. We also found that countries that are well ‘connected’ tend to be more exposed. Our analysis indicates that there exists a tradeoff between robustness and information exposure in the current Internet.				Mell, Peter M. (NIST); Gueye, Assane (University of Maryland); Schanzle, Chris (NIST)		Mell, Peter M.; Gueye, Assane; Schanzle, Chris												2018 17th IEEE International Conference On Trust, Security And Privacy In Computing And Communications (TrustCom)		New York, New York, United States		2018 17th IEEE International Conference On Trust, Security And Privacy In Computing And Communications/ 12th IEEE International Conference On Big Data Science And Engineering (TrustCom/BigDataSE)														1619-1623										IEEE		Technologies: networks; Security and Privacy: general security & privacy				

		773.02		925164		G2018-0473		Published		Final		Conference Proceedings		Managed Blockchain Based Cryptocurrencies with Consensus Enforced Rules and Transparency		Managed Blockchain Based Cryptocurrencies		August 1-3, 2018		08/01/2018		https://doi.org/10.1109/TrustCom/BigDataSE.2018.00177		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925164		https://csrc.nist.gov/publications/detail/conference-paper/2018/08/01/managed-blockchain-based-cryptocurrencies		cryptocurrency;  blockchain;  managed;  trust		Blockchain based cryptocurrencies are usually unmanaged, distributed, consensus-based systems in which no single entity has control. Managed cryptocurrencies can be implemented using private blockchains but are fundamentally different as the owners have complete control to do arbitrary activity without transparency (since they control the mining). In this work we explore a hybrid approach where a managed cryptocurrency is maintained through distributed consensus based methods. The currency administrator can perform ongoing management functions while the consensus methods enforce the rules of the cryptocurrency and provide transparency for all management actions. This enables the introduction of money management features common in fiat currencies but where the managing entity cannot perform arbitrary actions and transparency is enforced. We thus eliminate the need for users to trust the currency administrator but also to enable the administrator to manage the cryptocurrency. We demonstrate how to implement our approach through modest modifications to the implicit Bitcoin specification, however, our approach can be applied to most any blockchain based cryptocurrency using a variety of consensus methods.				Mell, Peter M. (NIST)		Mell, Peter M.												The 17th IEEE International Conference on Trust, Security and Privacy in Computing and Communications (TrustCom)		New York, New York, United States		2018 17th IEEE International Conference On Trust, Security And Privacy In Computing And Communications/ 12th IEEE International Conference On Big Data Science And Engineering (TrustCom/BigDataSE)														1287-1296										IEEE		Security and Privacy: general security & privacy; Technologies: blockchain				

		773.05		925918		G2018-1064		Published		Final		Conference Proceedings		Modeling and Mitigating the Insider Threat of Remote Administrators in Clouds		Insider Threat of Remote Administrators in Clouds		July 2018		07/10/2018		https://doi.org/10.1007/978-3-319-95729-6_1		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925918		https://csrc.nist.gov/publications/detail/conference-paper/2018/07/10/insider-threat-of-remote-administrators-in-clouds		insider threats;  cloud security;  attack mitigation;  privilege escalation		As today’s cloud providers strive to attract customers with better services and less downtime in a highly competitive market, they increasingly rely on remote administrators including those from third party providers for fulfilling regular maintenance tasks. In such a scenario, the privileges granted for remote administrators to complete their assigned tasks may allow an attacker with stolen credentials of an administrator, or a dishonest remote administrator, to pose severe insider threats to both the cloud tenants and provider. In this paper, we take the first step towards understanding and mitigating such a threat. Specifically, we model the maintenance task assignments and their corresponding security impact due to privilege escalation. We then mitigate such impact through optimizing the task assignments with respect to given constraints. The simulation results demonstrate the effectiveness of our solution in various situations.				Alhebaishi, Nawaf (Concordia University); Wang, Lingyu (Concordia University); Jajodia, Sushil (GMU); Singhal, Anoop (NIST)		Alhebaishi, Nawaf; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop												IFIP Annual Conference on Data and Applications Security and Privacy		Bergamo, Italy		DBSec 2018: Data and Applications Security and Privacy XXXII								10980						3-20		Lecture Notes in Computer Science						Cham, Switzerland		Springer		Security and Privacy: threats; modeling; Technologies: cloud & virtualization				
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		773.01		925852		G2018-1018		Published		Final		Conference Proceedings		Parallel Self-Testing of the GHZ State with a Proof by Diagrams		Parallel Self-Testing of the GHZ State with a Proof by Diagrams		June 3-7, 2018		06/12/2018		https://doi.org/10.4204/EPTCS.287.3		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925852		https://csrc.nist.gov/publications/detail/conference-paper/2018/06/12/parallel-self-testing-of-the-ghz-state-with-a-proof-by-diagrams		quantum entanglement;  nonlocal games;  Bell inequalities;  category theory		Quantum self-testing addresses the following question: is it possible to verify the existence of a multipartite state even when one's measurement devices are completely untrusted? This problem has seen abundant activity in the last few years, particularly with the advent of parallel self-testing (i.e., testing several copies of a state at once), which has applications not only to quantum cryptography but also quantum computing. In this work we give the first parallel self-test in a three-party (rather than two-party) scenario, by showing that an arbitrary number of copies of the GHZ state can be selftested. In order to handle the additional complexity of a three-party setting, we use a diagrammatic proof based on categorical quantum mechanics, rather than a typical symbolic proof. The diagrammatic approach allows for manipulations of the complicated tensor networks that arise in the proof, and gives a demonstration of the importance of picture-languages in quantum information.				Breiner, Spencer J. (NIST); Kalev, Amir (QuICS); Miller, Carl A. (NIST)		Breiner, Spencer J.; Kalev, Amir; Miller, Carl A.												15th International Conference on Quantum Physics and Logic		Halifax, Canada		Proceedings of the 15th International Conference on Quantum Physics and Logic								287						43-66								Australia		Electronic Proceedings in Theoretical Computer Science (EPTCS)		Security and Privacy: cryptography				
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		773.01		925152		G2018-0464		Published		Final		Conference Proceedings		HFERP - A New Multivariate Encryption Scheme		HFERP - A New Multivariate Encryption Scheme		April 9-11, 2018		04/09/2018		https://doi.org/10.1007/978-3-319-79063-3_19		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925152		https://csrc.nist.gov/publications/detail/conference-paper/2018/04/09/hferp---a-new-multivariate-encryption-scheme		multivariate cryptography;  HFE;  encryption;  MinRank;  Q-rank		In 2016, Yasuda et al. presented a new multivariate encryption technique based on the Square and Rainbow primitives and utilizing the plus modifier that they called SRP. The scheme achieved a smaller blow-up factor between the plaintext space and ciphertext space than most recent multivariate encryption proposals, but proved to be too aggressive and was completely broken by Perlner et al. in 2017. The scheme suffered from the same MinRank weakness that has allowed effective attacks on several notable big field multivariate schemes: HFE, multi-HFE, HFE-, for example.  We propose a related new encryption scheme retaining the desirable traits of SRP and patching its weaknesses. We call the scheme HFERP because it utilizes a similar construction as SRP with an HFE primitive replacing the Square polynomial. The effect of this substitution is to increase the Q-rank of the pubic key to such a degree that the MinRank attack is impossible. HFERP still retains the relatively small blow-up factor between the plaintext space and ciphertext space, and is thus a candidate for secure multivariate encryption without an essential doubling in size between plaintext and ciphertext.				Ikematsu, Yasuhiko (Kyushu University); Perlner, Ray A. (NIST); Smith-Tone, Daniel (NIST); Takagi, Tsuyoshi (Kyushu University); Vates, Jeremy (University of Louisville)		Ikematsu, Yasuhiko; Perlner, Ray A.; Smith-Tone, Daniel; Takagi, Tsuyoshi; Vates, Jeremy												9th International Conference on Post-Quantum Cryptography (PQCrypto 2018)		Fort Lauderdale, Florida, United States		Post-Quantum Cryptography								10786						396-416		Lecture Notes in Computer Science						Cham, Switzerland		Springer		Security and Privacy: post-quantum cryptography				
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		773.03		925179		G2018-0490		Published		Final		Conference Proceedings		A System for Centralized ABAC Policy Administration and Local ABAC Policy Decision and Enforcement in Host Systems using Access Control Lists		A System for Centralized ABAC Policy Administration		March 21, 2018		03/21/2018		https://doi.org/10.1145/3180457.3180460		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=925179		https://csrc.nist.gov/publications/detail/conference-paper/2018/03/21/a-system-for-centralized-abac-policy-administration		ABAC;  Attribute Based Access Control;  ACLs;  Access Control Lists;  NGAC;  Next Generation Access Control;  Architecture;  Authorization;  Policy Machine		We describe a method that centrally manages Attribute-Based Access Control (ABAC) policies and locally computes and enforces decisions regarding those policies for protection of resource repositories in host systems using their native Access Control List (ACL) mechanisms. The method is founded on the expression of an ABAC policy that conforms to the access control rules of an enterprise and leverages the ABAC policy expression by introducing representations of local host repositories into the ABAC policy expression as objects or object attributes. Repositories may be comprised of individual files, directories, or other resources that require protection. The method further maintains a correspondence between the ABAC representations and repositories in local host systems. The method also leverages an ability to conduct policy analytics in such a way as to formulate ACLs for those representations in accordance with the ABAC policy and create ACLs on repositories using the ACLs of their corresponding representations. As the ABAC policy configuration changes, the method updates the ACLs on affected representations and automatically updates corresponding ACLs on local repositories. Operationally, users attempt to access resources in local host systems, and the ABAC policy is enforced in those systems in terms of their native ACLs.				Ferraiolo, David F. (NIST); Gavrila, Serban (NIST); Katwala, Gopi (NIST)		Ferraiolo, David F.; Gavrila, Serban; Katwala, Gopi												Third ACM Workshop on Attribute-Based Access Control (ABAC'18)		Tempe, Arizona, United States		ABAC'18: Proceedings of the Third ACM Workshop on Attribute-Based Access Control														35-42								New York, New York		ACM		Security and Privacy: access control; access authorization		Access Control		
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		772.00		923774		G2017-1588		Published		Final		Conference Proceedings		Cloud Security Automation Framework		Cloud Security Automation Framework		September 18-22, 2017		09/18/2017		https://doi.org/10.1109/FAS-W.2017.164		https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=923774		https://csrc.nist.gov/publications/detail/conference-paper/2017/09/18/cloud-security-automation-framework		cloud computing;   cybersecurity;  automation		Cloud services have gained tremendous attention as a utility paradigm and have been deployed extensively across a wide range of fields. However, Cloud security is not catching up to the fast adoption of its services and remains one of the biggest challenges for Cloud Service Providers (CSPs) and Cloud Service Consumers (CSCs) from the industry, government, and academia. These institutions are increasingly faced with threats such as DoS/DDoS attacks, ransomware attacks, and data breaches that are affecting the confidentiality, integrity, and availability of the cloud system resources. In the current cloud systems, security requires manual translation of security requirements into controls. Such an approach can be for the most part labor intensive, tedious, and error-prone leading to inevitable misconfigurations rendering the system-at-hand vulnerable to misuse, either malicious or unintentional. Therefore, it is of utmost importance to automate the configuration of the cloud systems per the client's security requirements steering clear from the caveats of the manual approach. Furthermore, cloud systems need to be continuously monitored for any misconfigurations. This paper presents a methodology allowing for cloud security automation and demonstrates how a cloud environment can be automatically configured to implement a set of NIST SP 800-53 security controls. In addition, this paper shows how the implementation of these controls in the cloud systems can be continuously monitored and validated.				Tunc, Cihan (NIST); Hariri, Salim (University of Arizona); Merzouki, Mheni (NIST); Mahmoudi, Charif (NIST); de Vaulx, Frederic J. (NIST); Chbili, Jaafar (NIST); Bohn, Robert (NIST); Battou, Abdella (NIST)		Tunc, Cihan; Hariri, Salim; Merzouki, Mheni; Mahmoudi, Charif; de Vaulx, Frederic J.; Chbili, Jaafar; Bohn, Robert; Battou, Abdella												2017 IEEE 2nd International Workshops on Foundations and Applications of Self* Systems (FAS*W)		Tucson, Arizona, United States		2017 IEEE 2nd International Workshops on Foundations and Applications of Self* Systems (FAS*W)														307-312								Washington, DC, United States		IEEE Computer Society		Security and Privacy: security automation; Technologies: cloud & virtualization				

		773.05		922187		G2017-0136		Published		Final		Conference Proceedings		Identifying Evidence for Cloud Forensic Analysis		Identifying Evidence for Cloud Forensic Analysis		January 30-February 1, 2017		08/31/2017		https://doi.org/10.1007/978-3-319-67208-3_7		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=922187		https://csrc.nist.gov/publications/detail/conference-paper/2017/08/31/identifying-evidence-for-cloud-forensic-analysis		attack scenarios;  cloud forensics;  OpenStack 		Cloud computing provides benefits such as increased flexibility, scalability and cost savings to enterprises. However, it introduces several challenges to digital forensic investigations. Current forensic analysis frameworks and tools are largely intended for off-line investigations and it is assumed that the logs are under investigator control. In cloud computing, however, evidence can be distributed across several machines, most of which would be outside the control of the investigator. Other challenges include the dependence of forensically-valuable data on the cloud deployment model, large volumes of data, proprietary data formats, multiple isolated virtual machine instances running on a single physical machine and inadequate tools for conducting cloud forensic investigations.  This research demonstrates that evidence from multiple sources can be used to reconstruct cloud attack scenarios. The sources include: (i) intrusion detection system and application software logs; (ii) cloud service API calls; and (iii) system calls from virtual machines. A forensic analysis framework for cloud computing environments is presented that considers logged data related to activities in the application layer as well as lower layers. A Prolog-based forensic analysis tool is used to automate the correlation of evidence from clients and the cloud service provider in order to reconstruct attack scenarios in a forensic investigation.				Liu, Changwei (GMU); Singhal, Anoop (NIST); Wijesekera, Duminda (GMU)		Liu, Changwei; Singhal, Anoop; Wijesekera, Duminda												IFIP WG 11.3 International Conference on Digital Forensics		Orlando, Florida, United States		Advances in Digital Forensics XIII: 13th IFIP WG 11.9 International Conference, Orlando, FL, USA, January 30 - February 1, 2017, Revised Selected Papers								511						111-130		IFIP Advances in Information and Communication Technology						Berlin		Springer		Security and Privacy: threats; Technologies: networks; cloud & virtualization; Applications: forensics				
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		773.02		920622		G2016-0815		Published		Final		Conference Proceedings		Inferring Previously Uninstalled Applications from Digital Traces		Inferring Previously Uninstalled Apps from Digital Traces		May 24-26, 2017		05/26/2017				http://commons.erau.edu/adfsl/2016/wednesday/3/		https://csrc.nist.gov/publications/detail/conference-paper/2017/05/26/inferring-previously-uninstalled-apps-from-digital-traces		digital forensics;  digital artifact;  digital trace;  partial artifact;  residual artifact;  uninstalled application 		In this paper, we present an approach and experimental results to suggest the past presence of an application after the application has been uninstalled and the system has remained in use. Current techniques rely on the recovery of intact artifacts and traces, e.g., whole files, Windows Registry entries, or log file entries, while our approach requires no intact artifact recovery and leverages trace evidence in the form of residual partial files. In the case of recently uninstalled applications or an instrumented infrastructure, artifacts and traces may be intact and complete. In most cases, however, digital artifacts and traces are al- tered, destroyed, and disassociated over time due to normal system operation and deliberate obfuscation activity. As a result, analysts are often presented with partial and incomplete artifacts and traces from which defensible conclusions must be drawn. In this work, we match the sectors from a hard disk of interest to a previously constructed catalog of full files captured while various applications were installed, used, and uninstalled. The sectors composing the files in the catalog are not necessarily unique to each file or application, so we use an inverse frequency-weighting scheme to compute the inferential value of matched sectors. Similarly, we compute the fraction of full files associated with each application that is matched, where each file with a sector match is weighted by the fraction of total catalog sectors matched for that file. We compared results using both the sector-weighted and file- weighted values for known ground truth test images and final snapshot images from the M57 Patents Scenario data set. The file-weighted measure was slightly more accurate than the sector-weighted measure, although both identified all of the uninstalled applications in the test images and a high percentage of installed and uninstalled applications in the M57 data set, with minimal false positives for both sets. The key contribution of our work is the sug- gestion of uninstalled applications through weighted measurement of residual file fragments. Our experimental results indicate that past application activity can be reliably indicated even after an application has been uninstalled and the host system has been rebooted and used. The rapid and reliable indication of previously uninstalled applications is useful for cyber defense, law enforcement, and intelligence operations.				Jones, Jim (GMU); Khan, Tahir (GMU); Laskey, Kathryn B. (GMU); Nelson, Alexander J. (NIST); Laamanen, Mary T. (NIST); White, Douglas R. (NIST)		Jones, Jim; Khan, Tahir; Laskey, Kathryn B.; Nelson, Alexander J.; Laamanen, Mary T.; White, Douglas R.												11th Annual Conference on Digital Forensics, Security and Law (ADFSL)		Daytona Beach, Florida, United States		Proceedings of the Conference on Digital Forensics, Security and Law														113-130										Embry-Riddle Aeronautical University		Technologies: software; operating systems; Security and Privacy: general security & privacy; Applications: forensics				
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		773.02		920973		G2016-1112		Published		Final		Conference Proceedings		Measuring and Improving the Effectiveness of Defense-in-Depth Postures		Measuring & Improving Effectiveness of Defense-in-Depth Postures		December 6, 2016		01/26/2017		https://doi.org/10.1145/3018981.3018986		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920973		https://csrc.nist.gov/publications/detail/conference-paper/2017/01/26/measuring--improving-effectiveness-of-defense-in-depth-postures		attack graph;   defense in depth;   measurement;   security 		Defense-in-depth is an important security architecture principle that has significant application to industrial control systems (ICS), cloud services, storehouses of sensitive data, and many other areas. We claim that an ideal defense-in-depth posture is 'deep', containing many layers of security, and 'narrow', the number of node independent attack paths is minimized. Unfortunately, accurately calculating both depth and width is difficult using standard graph algorithms because of a lack of independence between multiple vulnerability instances (i.e., if an attacker can penetrate a particular vulnerability on one host then they can likely penetrate the same vulnerability on another host). To address this, we represent known weaknesses and vulnerabilities as a type of colored attack graph. We measure depth and width through solving the shortest color path and minimum color cut problems. We prove both of these to be NP-Hard and thus for our solution we provide a suite of greedy heuristics. We then empirically apply our approach to large randomly generated networks as well as to ICS networks generated from a published ICS attack template. Lastly, we discuss how to use these results to help guide improvements to defense-in-depth postures.				Mell, Peter M. (NIST); Shook, James (NIST); Harang, Richard (U.S. Army Research Laboratory)		Mell, Peter M.; Shook, James; Harang, Richard												2nd Annual Industrial Control System Security Workshop (ICSS '16), 2016 Annual Computer Security Applications Conference		Los Angeles, California, United States		Proceedings of the 2nd Annual Industrial Control System Security Workshop (ICSS '16)														15-22								New York		ACM		Security and Privacy: security measurement; Applications: industrial control systems				
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		774.00		918221		G2015-0653		Published		Final		Conference Proceedings		Memory and Motor Processes of Password Entry Error		Memory and Motor Processes of Password Entry Error		October 26-30, 2015		12/20/2016		https://doi.org/10.1177/1541931215591146				https://csrc.nist.gov/publications/detail/conference-paper/2016/12/20/memory-and-motor-processes-of-password-entry-error		human-computer interaction;  learning;  memory;  typing;  human error;  modeling;  usable security		Passwords are tightly interwoven with the digital fabric of our current society. Unfortunately, passwords that provide better security generally tend to be more complex, both in length and composition. Complex passwords are problematic both cognitively and motorically, leading to both memory and motor errors during recall and entry. It is important that we better understand and disentangle the two error sources, as password entry errors can have significant negative consequences, such as being locked out of a critical information system. We present a computational cognitive model of password recall and typing, with memory and motor errors each contributing to password entry error. With this synthesis we can study human-computer interaction issues involving the usability of computer access control systems, specifically the password as an authentication mechanism. Ultimately we hope to make science-based recommendations for password policies that promote the use of passwords that are more usable.				Tamborello, II, Franklin P. (U.S. Naval Research Laboratory); Greene, Kristen K. (NIST)		Tamborello, II, Franklin P.; Greene, Kristen K.												2015 Annual Meeting of the Human Factors and Ergonomics Society		Los Angeles, California, United States		Proceedings of the Human Factors and Ergonomics Society Annual Meeting								59		1				672-676										Sage		Security and Privacy: usability; authentication				
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		773.02		921285		G2016-1350		Published		Final		Conference Proceedings		Restricting Insider Access through Efficient Implementation of Multi-Policy Access Control Systems		Restricting Insider Access: Multi-Policy Access Control Systems		October 24-28, 2016		10/28/2016		https://doi.org/10.1145/2995959.2995961		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=921285		https://csrc.nist.gov/publications/detail/conference-paper/2016/10/28/restricting-insider-access-multi-policy-access-control-systems		access control;  graph;  algorithms;  complexity;  next generation access control;  policy machine 		The American National Standards Organization has standardized an access control approach, Next Generation Access Control (NGAC), that enables simultaneous instantiation of multiple access control policies. For large complex enterprises this is critical to limiting the legally authorized access of insiders. However, the specifications describe the required access control capabilities but not the related algorithms. Existing reference implementations have inefficient algorithms and thus do not fully express the NGAC's ability to scale. For example, the primary NGAC reference implementation took several minutes to simply display the set of files accessible to a user on a moderately sized system. To solve this problem we provide efficient algorithms, reducing the overall complexity from cubic to quadratic. Our other major contribution is to provide a novel mechanism for administrators and users to review allowed access rights. We provide an interface that appears to be a simple file directory hierarchy but in reality is an automatically generated structure abstracted from the underlying access control graph that works with any set of simultaneously instantiated access control policies. Our work thus provides the first efficient implementation of NGAC while enabling user privilege review through a novel visualization approach. It thereby enables the efficient simultaneous instantiation of multiple access control policies that is needed to best limit insider access to information (and thereby limit information leakage).				Mell, Peter M. (NIST); Gavrila, Serban (NIST); Shook, James (NIST)		Mell, Peter M.; Gavrila, Serban; Shook, James												8th ACM Computer and Communications Security International Workshop on Managing Insider Security Threats (MIST '16)		Vienna, Austria		MIST '16: Proceedings of the 8th ACM CCS International Workshop on Managing Insider Security Threats														13-22								New York		ACM		Security and Privacy: access control		Access Control		

				921695		G2016-1679		Published		Final		Conference Proceedings		Threat Modeling for Cloud Data Center Infrastructures		Threat Modeling for Cloud Data Center Infrastructures		October 24-25, 2016		10/26/2016		https://doi.org/10.1007/978-3-319-51966-1_20		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=921695		https://csrc.nist.gov/publications/detail/conference-paper/2016/10/26/threat-modeling-for-cloud-data-center-infrastructures		attack graphs;  attack surface;  attack trees;  cloud security;  security metrics 		Cloud computing has undergone rapid expansion throughout the last decade. Many companies and organizations have made the transition from traditional data centers to the cloud due to its flexibility and lower cost. However, traditional data centers are still being relied upon by those who are less certain about the security of cloud. This problem is highlighted by the fact that there only exist limited efforts on threat modeling for cloud data centers. In this paper, we conduct comprehensive threat modeling exercises based on two representative cloud infrastructures using several popular threat modeling methods, including attack surface, attack trees, attack graphs, and security metrics based on attack trees and attack graphs, respectively. Those threat modeling efforts provide cloud providers practical lessons and means toward better evaluating, understanding, and improving their cloud infrastructures. Our results may also imbed more confidence in potential cloud tenants by providing them a clearer picture about potential threats in cloud infrastructures and corresponding solutions.				Alhebaishi, Nawaf (Concordia University); Wang, Lingyu (Concordia University); Jajodia, Sushil (GMU); Singhal, Anoop (NIST)		Alhebaishi, Nawaf; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop												9th International Symposium on Foundations and Practice of Security (FPS 2016)		Québec City, Québec, Canada		Foundations and Practice of Security (Revised Selected Papers)								10128						302-319		Lecture Notes in Computer Science						Cham, Switzerland		Springer International		Security and Privacy: threats; modeling; Technologies: cloud & virtualization				

		773.02		920217		G2016-0503		Published		Final		Conference Proceedings		Micro-Signatures: The Effectiveness of Known Bad N-Grams for Network Anomaly Detection		Micro-Signatures: Effectiveness of Known Bad N-Grams		October 24-25, 2016		10/25/2016		https://doi.org/10.1007/978-3-319-51966-1_3		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920217		https://csrc.nist.gov/publications/detail/conference-paper/2016/10/25/micro-signatures-effectiveness-of-known-bad-n-grams		network intrusion detection;  anomaly detection;  microsignatures 		Network intrusion detection is broadly divided into signature and anomaly detection. The former identifies patterns associated with known attacks and the latter attempts to learn a ‘normal’ pattern of activity and alerts when behaviors outside of those norms is detected. The n-gram methodology has arguably been the most successful technique for network anomaly detection. In this work we discover that when training data is sanitized, n-gram anomaly detection is not primarily anomaly detection, as it receives the majority of its performance from an implicit non-anomaly subsystem, that neither uses typical signatures nor is anomaly based (though it is closely related to both). We find that for our data, these “micro-signatures” provide the vast majority of the detection capability. This finding changes how we understand and approach n-gram based ‘anomaly’ detection. By understanding the foundational principles upon which it operates, we can then better explore how to optimally improve it.				Harang, Richard (U.S. Army Research Laboratory); Mell, Peter M. (NIST)		Harang, Richard; Mell, Peter M.												9th International Symposium on Foundations and Practice of Security (FPS 2016)		Québec City, Québec, Canada		Foundations and Practice of Security (Revised Selected Papers)								10128						36-47		Lecture Notes in Computer Science								Springer		Security and Privacy: security measurement; intrusion detection & prevention; Technologies: networks				
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		773.05		919693		G2016-0096		Published		Final		Conference Proceedings		A Probabilistic Network Forensics Model for Evidence Analysis		Probabilistic Network Forensics Model for Evidence Analysis		January 4-6, 2016		09/20/2016		https://doi.org/10.1007/978-3-319-46279-0_10		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=919693		https://csrc.nist.gov/publications/detail/conference-paper/2016/09/20/probabilistic-network-forensics-model-for-evidence-analysis		Network forensics;  Logical evidence graphs;  Bayesian networks 		Modern-day attackers use sophisticated multi-stage and/or multi-host attack techniques and anti-forensic tools to cover their attack traces. Due to the limitations of current intrusion detection systems and forensic analysis tools, evidence often has false positive errors or is incomplete. Additionally, because of the large number of security events, discovering an attack pattern is much like finding a needle in a haystack. Consequently, reconstructing attack scenarios and holding attackers accountable for their activities are major challenges.  This chapter describes a probabilistic model that applies Bayesian networks to construct evidence graphs. The model helps address the problems posed by false positive errors, analyze the reasons for missing evidence and compute the posterior probabilities and false positive rates of attack scenarios constructed using the available evidence. A companion software tool for network forensic analysis was used in conjunction with the probabilistic model. The tool, which is written in Prolog, leverages vulnerability databases and an anti-forensic database similar to the NIST National Vulnerability Database (NVD). The experimental results demonstrate that the model is useful for constructing the most-likely attack scenarios and for managing errors encountered in network forensic analysis.				Liu, Changwei (GMU); Singhal, Anoop (NIST); Wijesekera, Duminda (GMU)		Liu, Changwei; Singhal, Anoop; Wijesekera, Duminda												IFIP WG 11.3 International Conference on Digital Forensics		New Dehli, India		Advances in Digital Forensics XII: 12th IFIP WG 11.9 International Conference, New Delhi, January 4-6, 2016, Revised Selected Papers								484						189-210		IFIP Advances in Information and Communication Technology						Berlin		Springer		Security and Privacy: threats; vulnerability management; Applications: forensics				
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		774.00		920283		G2016-0553		Published		Final		Conference Proceedings		What’s a Special Character Anyway? Effects of Ambiguous Terminology in Password Rules		What’s a Special Character Anyway? Ambiguous Terminology		September 19-23, 2016		09/01/2016		https://doi.org/10.1177/1541931213601174				https://csrc.nist.gov/publications/detail/conference-paper/2016/09/01/what’s-a-special-character-anyway?-ambiguous-terminology		human factors;  password language;  password policies;  password requirements;  usability;  usable security;  user experience		Although many aspects of passwords have been studied, no research to date has systematically examined how ambiguous terminology affects the user experience during password rule comprehension, a necessary precursor to password generation. Our research begins to address this gap by focusing on users’ comprehension of password generation rules. Varying terms—special characters, symbols, non-alphanumeric characters, and punctuation—are used in different password rules, but mostly without explicit definition. In this laboratory study, we used character-selection and compliance-checking tasks with 60 participants to investigate effects of varying terms on users’ password rule comprehension. Results show that manipulating terminology caused participants’ interpretation of the allowed character space to shrink or expand. Our quantitative and qualitative data show that participants were extremely confused by the variety of terms for “special character.” Seemingly small changes in language have large, observable impacts on users’ understanding of password rules. Language in password requirements must be carefully constructed to ensure that users fully comprehend the allowable character space. This research is an important first step to providing data-driven guidance on constructing clearer language for password rules.				Choong, Yee-Yin (NIST); Greene, Kristen K. (NIST)		Choong, Yee-Yin; Greene, Kristen K.												2016 Human Factors and Ergonomics Society Annual Meeting		Washington, DC, United States		Proceedings of the Human Factors and Ergonomics Society Annual Meeting								60		1				760-764												Security and Privacy: usability; authentication				

		773.03		921189		G2016-1300		Published		Final		Conference Proceedings		General Methods for Access Control Policy Verification		General Methods for Access Control Policy Verification		July 28-30, 2016		07/30/2016		https://doi.org/10.1109/IRI.2016.49		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=921189		https://csrc.nist.gov/publications/detail/conference-paper/2016/07/30/general-methods-for-access-control-policy-verification		access control;  authorization;  model checking;  policy;  policy verification;  policy testing;  policy tool 		Access control systems are among the most critical of computer security components. Faulty policies, misconfigurations, or flaws in software implementations can result in serious vulnerabilities. To formally and precisely capture the security properties that access control should adhere to, access control models are usually written, bridging the gap in abstraction between policies and mechanisms. Identifying discrepancies between policy specifications and their intended function is crucial because correct implementation and enforcement of policies by applications is based on the premise that the policy specifications are correct. As a result, policy specifications represented by models must undergo rigorous verification and validation through systematic verification and testing to ensure that the policy specifications truly encapsulate the desires of the policy authors. Verifying the conformance of access control policies and models is a non-trivial and critical task, and one important aspect of such verification is to formally check the inconsistency and incompleteness of the model and safety requirements of the policy, because an access control model and its implementation do not necessarily explicitly express the policy, which can also be implicitly embedded by mixing with direct access constraints or other access control models.				Hu, Vincent C. (NIST); Kuhn, Richard (NIST)		Hu, Vincent C.; Kuhn, Richard												IEEE 17th International Conference on Information Reuse and Integration (IEEE IRI2016)		Pittsburgh, Pennsylvania, United States		Proceedings. 2016 IEEE 17th International Conference on Information Reuse and Integration (IRI 2016)														315-323								Washington, D.C., United States		IEEE Computer Society		Security and Privacy: access control; modeling		Access Control		

		773.05		920658		G2016-0843		Published		Final		Conference Proceedings		Diversifying Network Services under Cost Constraints for Better Resilience against Unknown Attacks		Diversifying Network Services under Cost Constraints		July 18-21, 2016		07/20/2016		https://doi.org/10.1007/978-3-319-41483-6_21		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=920658		https://csrc.nist.gov/publications/detail/conference-paper/2016/07/20/diversifying-network-services-under-cost-constraints		security metrics;  diversity, network security;  zero day attack;  network resilience 		Diversity as a security mechanism has received revived interest recently due to its potential for improving the resilience of software and networks against unknown attacks. Recent work shows diversity can be modeled and quantified as a security metric at the network level. However, such an effort does not directly provide a solution for improving the network diversity. Also, existing network hardening approaches are largely limited to handling previously known vulnerabilities by disabling existing services. In this paper, we take the first step towards an automated approach to diversifying network services under various cost constraints in order to improve the network’s resilience against unknown attacks. Specifically, we provide a model of network services and formulate the diversification requirements as an optimization problem.We devise optimization and heuristic algorithms for efficiently diversifying relatively large networks under different cost constraints.We also evaluate our approach through simulations.				Borbor, Daniel (Concordia University); Wang, Lingyu (Concordia University); Jajodia, Sushil (GMU); Singhal, Anoop (NIST)		Borbor, Daniel; Wang, Lingyu; Jajodia, Sushil; Singhal, Anoop												30th IFIP Conference on Data and Application Security and Privacy (DBSEC 2016)		Trento, Italy		Data and Applications Security and Privacy XXX								9766						295-312								Switzerland		Springer International		Security and Privacy: threats; vulnerability management				

		777.02		918993		G2015-1287		Published		Final		Conference Proceedings		inf-TESLA: Multicast Delayed Authentication for Streaming Sensor Data in Electric Power Systems		inf-TESLA: Multicast Delayed Authentication for Power Systems		May 30 - June 1, 2016		05/11/2016		https://doi.org/10.1007/978-3-319-33630-5_3		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=918993		https://csrc.nist.gov/publications/detail/conference-paper/2016/05/11/inf-tesla-multicast-delayed-authentication-for-power-systems		Multicast authentication;  Smart grid;  Synchrophasors;  Wide area monitoring protection and control 		Multicast authentication of synchrophasor data is challenging due to the design requirements of Smart Grid monitoring systems such as low security overhead, tolerance of lossy networks, time-criticality and high data rates. In this work, we propose inf-TESLA, Infinite Timed Efficient Stream Loss-tolerant Authentication, a multicast delayed authentication protocol for communication links used to stream synchrophasor data for wide area control of electric power networks. Our approach is based on the authentication protocol TESLA but is augmented to accommodate high frequency transmissions of unbounded length. inf-TESLA protocol utilizes the Dual Offset Key Chains mechanism to reduce authentication delay and computational cost associated with key chain commitment. We provide a description of the mechanism using two different modes for disclosing keys and demonstrate its security against a man-in-the-middle attack attempt. We compare our approach against the TESLA protocol in a 2-day simulation scenario, showing a reduction of 15.82 % and 47.29 % in computational cost, sender and receiver respectively, and a cumulative reduction in the communication overhead.				Câmara, Sérgio (Inmetro); Anand, Dhananjay (NIST); Pillitteri, Victoria Y. (NIST); Carmo, Luiz (Inmetro)		Câmara, Sérgio; Anand, Dhananjay; Pillitteri, Victoria Y.; Carmo, Luiz												31st IFIP TC 11 International Conference (SEC 2016)		Ghent, Belgium		ICT Systems Security and Privacy Protection								471						32-46		IFIP Advances in Information and Communication Technology						Switzerland		Springer International		Applications: cyber-physical systems; Security and Privacy: authentication; Sectors: smart grid				

		773.03		919420		G2015-1628		Published		Final		Conference Proceedings		Pseudo-Exhaustive Testing of Attribute Based Access Control Rules		Pseudo-Exhaustive Testing of ABAC Rules		April 11-15, 2016		04/11/2016		https://doi.org/10.1109/ICSTW.2016.35		http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=919420		https://csrc.nist.gov/publications/detail/conference-paper/2016/04/11/pseudo-exhaustive-testing-of-abac-rules		test automation;  access control;  attribute based access control;  combinatorial testing;  t-way testing 		Access control typically requires translating policies or rules given in natural language into a form such as a programming language or decision table, which can be processed by an access control system. Once rules have been described in machine-processable form, testing is necessary to ensure that the rules are implemented correctly. This paper describes an approach based on combinatorial test methods for efficiently testing access control rules, using the structure of attribute based access control (ABAC) to detect a large class of faults without a conventional test oracle.				Kuhn, Richard (NIST); Hu, Vincent C. (NIST); Ferraiolo, David F. (NIST); Kacker, Raghu N. (NIST); Lei, Yu (UTSA)		Kuhn, Richard; Hu, Vincent C.; Ferraiolo, David F.; Kacker, Raghu N.; Lei, Yu												Fifth International Workshop on Combinatorial Testing (IWCT 2016)		Chicago, Illinois, United States		Proceedings of the 2016 IEEE International Conference on Software Testing, Verification and Validation Workshops (ICSTW)														51-58										IEEE				Access Control		

		773.03		920155		G2016-0441		Published		Final		Conference Proceedings		Analysis of Virtual Networking Options for Securing Virtual Machines		Analysis Virtual Networking Options Securing Virtual Machines		March 20-24, 2016		03/20/2016				http://www.thinkmind.org/download.php?articleid=cloud_computing_2016_5_20_20037		https://csrc.nist.gov/publications/detail/conference-paper/2016/03/20/analysis-virtual-networking-options-securing-virtual-machines		Virtual Machine;  VLAN;  Hypervisor;  VXLAN;  Virtual Firewall. 		Virtual Machines (VMs) constitute the primary category of resources to be protected in virtualized infrastructures. Out of the two types of protection for VMs – Host-level and Network-level – it is the approaches for the Network-level protection that are different in virtualized infrastructures as compared to those for non-virtualized environments. This is due to the fact that the VMs are end nodes of a virtual network as opposed to being end nodes of a physical network. In this paper, we provide a detailed analysis (in terms of advantages and disadvantages) of some of the key approaches for two Network-level protection measures for virtualized infrastructures – Network Segmentation and Traffic Control using Firewalls. The choice of these two Network-level protection measures is due to the fact that they form the foundation for the network configuration of the entire virtualized infrastructure. We also provide the overall conclusions from the analysis in the form of recommended deployment choices based on approaches for these two network-level protection measures for securing VMs.				Chandramouli, Ramaswamy (NIST)		Chandramouli, Ramaswamy												Seventh International Conference on Cloud Computing, GRIDs, and Virtualization (CLOUD COMPUTING 2016)		Rome, Italy		CLOUD COMPUTING 2016: Seventh International Conference on Cloud Computing, GRIDs, and Virtualization														95-102								Wilmington, Delaware, United States		IARIA		Technologies: cloud & virtualization				
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		773.01		926103		G2018-1211		Published		Final		Conference Paper		PFLASH - Secure Asymmetric Signatures on Smart Cards		PFLASH - Secure Asymmetric Signatures on Smart Cards		July 20-21, 2015		07/20/2015				https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=926103		https://csrc.nist.gov/publications/detail/conference-paper/2015/07/20/pflash---secure-asymmetric-signatures-on-smart-cards		PFLASH;  RSA;  SFLASH cryptography;  schemes		We present PFLASH, an asymmetric digital signature scheme appropriate for smart card use. We present parameters for several security levels in this low resource environment and bootstrap many technical properties (including side-channel resistance) exposed in the evaluation of predecessors of this scheme.  PFLASH is a multivariate signature scheme with a specific set of parameters. Specifically, PFLASH is a pC∗− scheme which means that geometrically the scheme can be viewed as a morphism of a monomial permutation, restricting the domain and range to two subspaces of an n-dimensional vector space over a finite field Fq.  PFLASH is a direct descendent of the SFLASH signature scheme which was recommended by NESSIE in 2003 and subsequently broken in 2007. Since that time we have developed a greater understanding of security for these so called “big field schemes.” PFLASH provably resists a large class of attacks on multivariate cryptosystems, a class which includes all known attacks on multivariate cryptosystems. While this doesn’t constitute a guarantee of the security of PFLASH, it does imply that any attack on the system will require a fundamental mathematical advance which the scientific community has not discovered in the nearly two decades since the first suggestion of pC∗− schemes.  The performance of PFLASH is comparable to that of its parent SFLASH, being roughly q/2 times slower. This level of efficiency still makes PFLASH faster than RSA and far easier to implement on a smart card without an arithmetic coprocessor. The public key size is far larger than RSA, but the scheme far outperforms RSA, does not suffer nearly as much to poor random number generation and still fits easily on the cheapest smart cards.  Optimization of this scheme and simulations in the smart card environment is a continuing project the results of which will be included in the full version of this manuscript.				Chen, Ming-Shing (Academia Sinica); Yang, Bo-Yin (Academia Sinica); Smith-Tone, Daniel (NIST)		Chen, Ming-Shing; Yang, Bo-Yin; Smith-Tone, Daniel												Lightweight Cryptography Workshop 2015		Gaithersburg, Maryland, United States																												Security and Privacy: digital signatures				

		773.02		916394		G2016-1220		Published		Final		Conference Paper		The Resilience of the Internet to Colluding Country Induced Connectivity Disruptions		The Resilience of the Internet to Colluding Country Induced Conn		February 8-11, 2015		03/03/2015		https://doi.org/10.14722/sent.2015.23007				https://csrc.nist.gov/publications/detail/conference-paper/2015/03/03/the-resilience-of-the-internet-to-colluding-country-induced-conn		The Resilience of the Internet to Colluding Country Induced Connectivity Disruptions		We show that the strength of Internet-based network interconnectivity of countries is increasing over time. We then evaluate bounds on the extent to which a group of colluding countries can disrupt this connectivity. We evaluate the degree to which a group of countries can disconnect two other countries, isolate a set of countries from the Internet, or even break the Internet up into non-communicative clusters. To do this, we create an interconnectivity map of the worldwide Internet routing infrastructure at a country level of abstraction. We then examine how groups of countries may use their pieces of routing infrastructure to filter out the traffic of other countries (or to block entire routes). Overall, bounds analysis indicates that the ability of countries to perform such disruptions to connectivity has diminished significantly from 2008 to 2013. However, we show that the majority of the gains in robustness go to countries that had already displayed significant robustness to the types of attacks that we consider. The countries that displayed higher initial vulnerability to such attacks did not become significantly more robust over the time period of analysis.				Mell, Peter M. (NIST); Harang, Richard (U.S. Army Research Laboratory); Gueye, Assane (University of Maryland)		Mell, Peter M.; Harang, Richard; Gueye, Assane												Security of Emerging Networking Technologies (SENT) Workshop at the 2015 Network and Distributed System Security Symposium (NDSS '15)		San Diego, California, United States		The Resilience of the Internet to Colluding Country Induced Connectivity Disruptions														10										Internet Society						

		773.03		916369		G2014-1196		Published		Final		Conference Paper		Deployment-driven Security Configuration for Virtual Networks		Deployment-driven Security Configuration for Virtual Networks		December 27-28, 2014		12/28/2014		https://doi.org/10.5121/csit.2014.41301				https://csrc.nist.gov/publications/detail/conference-paper/2014/12/28/deployment-driven-security-configuration-for-virtual-networks		Deployment-driven Security Configuration for Virtual Networks		Virtualized Infrastructures are increasingly deployed in many data centers. One of the key components of this virtualized infrastructure is the virtual network - a software-defined communication fabric that links together the various Virtual Machines (VMs) to each other and to the physical host on which the VMs reside. Because of its key role in providing connectivity among VMs and the applications hosted on them, Virtual Networks have to be securely configured to provide the foundation for the overall security of the virtualized infrastructure in any deployment scenario. The objective of this paper is to illustrate a deployment-driven methodology for deriving a security configuration for Virtual Networks. The methodology outlines two typical deployment scenarios, identifies use cases and their associated security requirements, the security solutions to meet those requirements, the virtual network security configuration to implement each security solution and then analyzes the pros and cons of each security solution.				Chandramouli, Ramaswamy (NIST)		Chandramouli, Ramaswamy												6th International Conference on Networks & Communications (NETCOM 2014)		Chennai, India		Deployment-driven Security Configuration for Virtual Networks														13										AIRCC Publishing Corporation						
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		773.05		915771		G2014-0697		Published		Final		Conference Paper		A Model Towards Using Evidence from Security Events for Network Attack Analysis		Using Evidence from Security Events for Network Attack Analysis		April 27, 2014		04/27/2014		https://doi.org/10.5220/0004980300830095				https://csrc.nist.gov/publications/detail/conference-paper/2014/04/27/using-evidence-from-security-events-for-network-attack-analysis		A Model Towards Using Evidence from Security Events for Network Attack Analysis		Constructing an efficient and accurate model from security events to determine an attack scenario for an enterprise network is challenging. In this paper, we discuss how to use evidence obtained from security events to construct an attack scenario and build an evidence graph. To achieve the accuracy and completeness of the evidence graph, we use Prolog inductive and abductive reasoning to correlate evidence by reasoning the causality, and use an anti-forensics database and a corresponding attack graph to find the missing evidence. In addition, because the constructed scenario and supplied evidence might need to stand up in the court of law, the federal rules of evidence are also taken into account to predetermine the admissibility of the evidence.				Liu, Changwei (GMU); Singhal, Anoop (NIST); Wijesekera, Duminda (GMU)		Liu, Changwei; Singhal, Anoop; Wijesekera, Duminda												11th International Workshop on Security in Information Systems (WOSIS 2014)		Lisbon, Portugal		A Model Towards Using Evidence from Security Events for Network Attack Analysis														8																

				903961		G2009-1864		Published		Final		Conference Paper		Desirable Properties of Voting Systems		Desirable Properties of Voting Systems		October 13-14, 2009		09/25/2009						https://csrc.nist.gov/publications/detail/conference-paper/2009/09/25/desirable-properties-of-voting-systems		Desirable Properties of Voting Systems		This paper provides definitions for some desirable properties of voting systems, including auditability, ballot secrecy, incoercibility, usability and accessibility. In the context of these desirable properties, it defines the class of end-to-end independently verifiable (E2E) voting systems that provide high levels of auditability, without requiring voters or election observers to trust polling machines or election officials. It provides examples of E2E systems, and compares their auditability properties to those of other voting system classes. Finally, it presents areas for further research in auditable voting systems.				Lowry, Svetlana Z. (NIST); Vora, Poorvi (NIST)		Lowry, Svetlana Z.; Vora, Poorvi												End-to-End Voting Systems Workshop		Washington, DC, United States		Desirable Properties of Voting Systems														22										National Institute of Standards and Technology						

		773.00						Published		Final		Conference Paper		U.S. Government Activities to Protect the Information Infrastructure		U.S. Govt Activities to Protect the Information Infrastructure		April 1997		04/01/1997				https://csrc.nist.gov/CSRC/media/Publications/conference-paper/1997/04/01/us-govt-activities-to-protect-the-information-infrastructure/documents/usgovII.pdf		https://csrc.nist.gov/publications/detail/conference-paper/1997/04/01/us-govt-activities-to-protect-the-information-infrastructure		computer security;  information infrastructure;  Internet;  U.S. Government activities 		This paper is a survey of recent activities of the legislative and executive branches of the U.S. Government (and of some joint activities of government and industry) that involve the security of the evolving information infrastructure. Over the past few years, U.S. Government organizations have expanded their use of computer networks to conduct business, deliver services, and share information with industry, other government organizations, and the public. Both government policymakers and program administrators have shown increasing concern about the need for safeguarding the security and privacy of information and about the obstacles that stand in the way of achieving the needed protection. The U.S. Congress has discussed many legislative proposals, including expanded definitions of computer crime, security on the Internet, and export controls on cryptography. The Clinton Administration came into office in 1993 with information technology as one of its principal areas of focus. The Administration also stepped up its information security activities, particularly in support of interagency cooperative efforts for electronic commerce, electronic mail, incident response and information recovery. New avenues for government and industry cooperation were created to solicit industry views and to foster the development of common, interoperable security solutions can be used by both government and industry.. However, the Internet, which has become the de facto global infrastructure for information exchange, still lacks strong security-enabling mechanisms. While unique, application-oriented, and non-interoperable solutions are being developed for the Internet, the goal of universal security and interoperability has yet to be achieved.				Steinauer, Dennis (NIST); Radack, Shirley M. (NIST); Katzke, Stuart W. (NIST)		Steinauer, Dennis; Radack, Shirley M.; Katzke, Stuart W.												5th Annual BSI IT Security Congress		Bonn, Germany																												Security and Privacy: general security & privacy				

				918527				Published		Final		Conference Paper		Measuring Systematic and Random Error in Digital Forensics [abstract]		Measuring Systematic and Random Error in Digital Forensics [abst		July 21-24, 2015		07/24/2015						https://csrc.nist.gov/publications/detail/conference-paper/2015/07/24/measuring-systematic-and-random-error-in-digital-forensics-[abst		ascription; attribution; digital storage forensics; error rate; systematic error measurement; verification		Recognized sources of error in digital forensics include systematic errors arising from implementation errors, and random errors resulting from faulty equipment. But as digital forensic techniques expand to include statistical machine learning, another source of error will be statistical errors that arise because of chance disagreements between a statistical model and subject systems examined with that model. We consider two digital forensics systems with these different types of measurable error.  First, we show a mechanism for comparing the numerous and nuanced results of parsing a file system. Multiple storage system parsers were designed for or adapted to analyze a game console with a custom file system. However, it was initially unknown whether any of the parsers would produce a perspective of the storage system that was correct in reporting the files present and their characteristics. We adapted the parsers to produce an in-common, machine-differentiable format, and used a storage differencing algorithm to measure the relative incorrectness of each of the parsers. Discrepancies summarize errors in implementation or specification, an important report when any reverse-engineering is necessary. We discuss advantages and challenges in adopting this practice. Second, we show how to construct a classifier using the hard drive from a multi-user computer that can determine the user responsible for creating a file. The classifier is constructed using allocated files and its accuracy determined with take-one-out cross-validation. Once created, the classifier can be used to predict the creator of files that can only be recovered with carving.				Nelson, Alexander J.; Garfinkel, Simson L.		Nelson, Alexander J.; Garfinkel, Simson L.												International Symposium on Forensic Science Error Management: Detection, Measurement and Mitigation		Arlington, Virginia, United States		Measuring Systematic and Random Error in Digital Forensics [abstract]														1		Measuring Systematic and Random Error in Digital Forensics [abstract]														

				917957				Published		Final		Conference Paper		How Random is Your RNG?		How Random is Your RNG?		January 16-18, 2015		01/18/2015						https://csrc.nist.gov/publications/detail/conference-paper/2015/01/18/how-random-is-your-rng?		entropy; random number generation; RNG; prediction		Cryptographic primitives need random numbers to protect your data. Random numbers are used for generating secret keys, nonces, random paddings, initialization vectors, salts, etc. Deterministic pseudorandom number generators are useful, but they still need truly random seeds generated by entropy sources in order to produce random numbers. Researchers have shown examples of deployed systems that did not have enough randomness in their entropy sources, and as a result, crypto keys were compromised. So how do you know how much entropy is in your entropy source? Estimating entropy is a difficult (if not impossible) problem, and we've been working to create usable guidance that will give conservative estimates on the amount of entropy in an entropy source. We want to share some of the challenges and proposed methods. We will also talk about some new directions that we're investigating, and present results of our estimation methods on simulated entropy sources.				Sönmez Turan, Meltem; Kelsey, John M.; McKay, Kerry A.		Sönmez Turan, Meltem; Kelsey, John M.; McKay, Kerry A.												Shmoocon 2015		Washington, DC, United States		How Random is Your RNG?														4		How Random is Your RNG?														
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